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ABSTRACT

The demand for better intrusion detection systems, especially anomaly intrusion detection, increases daily, as new
attacks arise and Internet speeds increase. The criterion for a good intrusion detection system is to detect emerging
attacks with high accuracy at line rates. Existing systems suffer from high false positives and negatives, and are
unable to handle increasing traffic rates. This paper applies artificial bee colony for anomaly-based intrusion detec-
tion systems. In addition, it uses two feature selection techniques to reduce the amount of data used for detection
and classification. KDD Cup 99 dataset was used to evaluate the proposed algorithm. Experimental results show that
artificial bee colony achieves average accuracy rate of 97.5% for known attacks and 93.2% overall for known and
unknown attacks. The new algorithm outperforms all methods reported in the literature. Copyright © 2012 John
Wiley & Sons, Ltd.
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1. INTRODUCTION

The Internet is an essential part of our daily activities, and
the number of Internet users continues to grow every day to
about 1.8 billion in 2010 according to world Internet usage
statistics [1]. As the number of Internet users’ increases,
demand on its services will increase, and more critical data
are exchanged over the wires. Therefore, reliable, accurate,
and configurable security systems are crucial to provide
secure communication links and protect data shared over
the Internet. Despite the wide deployment of firewalls,
antivirus, and intrusion detection systems (IDSs), cyber-
criminal activity is on the rise. In 2008, Symantec Corpo-
ration reported more than 75,000 active bot-infected
computers each day, a 31% increase from 2007 [2].
Finally, according to the World Economic Forum, $1
trillion is the annual estimate for online crime cost [3].

Intrusion detection systems are an essential component of
computer security to detect attacks at early stage. They aim to
detect intrusions in real time, by monitoring and analyzing
the network traffic and looking for attack signatures or devi-
ation from normal behavior. But they fail in processing the
enormous data and are unable to provide adequate accuracy
Copyright © 2012 John Wiley & Sons, Ltd.
and sensitivity. Many algorithms were proposed to mitigate
the challenges of increasing traffic, large signature databases,
huge behavior profiles, and the difficulty to recognize bound-
aries between normal and suspicious behaviors. Classifica-
tion of network traffic to distinguish normal and abnormal
behavior is considered one of the main issues in IDS because
of the large number of features. In addition, the complex rela-
tionships between features are not easy to spot. Therefore,
choosing the differentiating features and developing the best
machine learning algorithm in terms of high detection rates as
well as fast training and testing processes are the main focus
of this work.

This paper introduces an approach to improve the accu-
racy and speed of IDSs by harnessing the advantages and
properties of bee’s environment. In addition, it reduces
the computation complexity and time by applying feature
selection techniques while making sure the feature reduc-
tion does not affect the detection accuracy. Using artificial
bee colony (ABC) in intrusion detection can benefit from
the advantages of bee colony in its environment in terms
of self-organization and self-structuring. We optimize and
adapt ABC to work for anomaly intrusion detection. The
rest of this paper is organized as follows. Section 2 reviews
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IDSs and provides background on ABC optimization.
Section 3 reviews the state of the art, and Section 4 describes
the methodology and algorithm. Section 5 describes the
proposed approach in details. Section 6 presents metrics to
evaluate the proposed approach. In addition, it presents the
experimental results of ABC and compares it with the related
work. Finally, Section 7 provides concluding remarks.
2. BACKGROUND

Intrusions are actions that attempt to break one of the
following properties of the computer system: confidentiality,
integrity, and availability. The following subsections provide
the necessary background to understand the problem.

Intrusion detection systems

Intrusion detection systems are used to keep computer
systems safe. They monitor the behaviors and activities of
computer systems or networks and analyze them to detect
intrusions [4]. There are two types of IDSs based on
deployment: host-based IDS and network-based IDS.
Host-based IDS runs directly on the host and examines
the data stored on it such as log files, running processes,
and logged-on users. On the other hand, network-based
IDS examines the traffic exchanged between hosts and are
generally installed at the ingress point of a network.

Intrusion detection systems are also classified, on the basis
of the detection technique, into the following: misuse and
anomaly detection. Misuse or signature-based detection
relies on rule-driven languages to compare predefined attack
signatures with traffic or collected data. The main advantage
is high accuracy rates, but they are not able to detect new
attacks. To address this problem, the signature database must
be updated regularly either manually or automatically. Snort
[5] is one of the most famous signature-based IDSs.

Anomaly-based intrusion detection finds the abnormal
activities by spotting variations from the normal behavior
of the system. Anomaly detection is divided into two types:
static and dynamic detections [6]. The first assumes that the
behavior of the target system does not change; therefore,
intrusions are characterized as deviations from the static
behavior of the system. Dynamic detection profiles the
behavior over a varied period and continues to evolve
as more functionality is added. The main advantage of
anomaly-based intrusion detection is the ability to detect
unknown attacks. The shortcomings stem from the change
in normal behavior and the marking of the boundaries
between normal and abnormal behaviors, which results in
higher false positives and negatives.

Anomaly-based intrusion detection techniques
Anomaly-based IDSs are classified, on the basis of the

underlying technique, into the following: statistical, knowl-
edge, and machine learning based. In statistical-based
detection, the network traffic activity is collected and prepro-
cessed to calculate a set of features that construct the basis
for behavior profiles. Feature examples include the number
of logins failed and connection rate. Statistical-based
anomaly IDS relies on either threshold or behavior profiles.
The system calculates how many times a malicious event
occurs during a specific period, and if a threshold is
exceeded, an alarm is raised. This is bound to increase the
rates of false positives and negatives.

In knowledge-based anomaly, on the other hand, a
human expert classifies events on the basis of a set of rules
as follows. First, a human expert identifies and associates
features and classes from the training dataset. Second, he
or she defines classification rules, and third he or she
classifies new events according to the rules. Finally,
machine learning-based anomaly IDS creates a model that
enables new events to be classified.

Artificial bee colony
Swarm intelligence is an artificial intelligence self-

organized intelligent system for solving and optimizing
complex problems. It mimics the behavior of the swarms
and colonies of insects such as schools of fish, flocks of
bird, and colonies of ants, bees, and wasps [7].

Artificial bee colony is a recent optimization algorithm
based on mimicking the intelligent foraging technique of
bee swarms, proposed by Karaboga [8]. ABC consists of
three major components: food source, employed foragers,
and unemployed foragers. First, the food source is repre-
sented by certain factors such as the closeness to the col-
ony, the quality of its nectar, the nectar amount, and the
effort required to extract the nectar. Second, employed for-
agers hold information about specific food sources they are
employed at. This information includes food source distance,
direction from the colony, and the richness of nectar amount
in that source. The information is shared with a predeter-
mined probability. Third, unemployed foragers continually
seeking new food sources are classified into two types: scout
and onlooker bees. Scout bees search for new food sources in
the area around the colony, whereas onlooker bees wait in the
colony and choose food sources according to the shared
information from employed foragers.

The process of foraging begins with scout bees being sent
to find food sources in the colony surroundings in a random
distribution. When the scout bees return to the nest, they rate
the food sources by using a certain quality threshold and
perform a waggle dance [9]. This dance is crucial for bee’s
communication and defines the food source direction and
nectar amount (fitness). Onlooker bees select the most profit-
able source on the basis of the all information revealed by the
waggle dances. Each employed forager shares the informa-
tion about the profitability of the food source it is employed
at. This information helps the colony to dispatch its bees to
the best sources without maps.
3. RELATED WORK

Many schemes for IDS were proposed to mitigate the
issues it suffers from such as accuracy, large datasets,
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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unbalanced distribution of data, difficulty to recognize
boundaries between normal and abnormal behaviors, and
adapting to constantly changing environment [10]. In the
succeeding paragraphs, we summarize the major efforts
and discuss their advantages and shortcomings.

Jiang et al. [11] proposed two serial and parallel hierar-
chical neural networks for IDS, based on radial basis func-
tion (RBF). This approach integrates both misuse and
anomaly-based detection, and takes advantage of the RBF
short training and high accuracy. First, the RBF anomaly
classifier identifies data as normal or abnormal. When
enough data are collected, a C-mean clustering algorithm
is used to group intrusions into different categories. There-
fore, IDS will automatically use these groups to train a new
RBF classifier to detect emergent intrusions. Consequently,
it is able to analyze network traffic in real time and train the
new classifier automatically.

The approach by Tian et al. [12] combines decision
trees and fuzzy logic for misuse detection. They divided
the large dataset into subsets, each having its own sub-
decision tree. All sub-decision tree results are combined
using fuzzy integral. This method is suitable for large
datasets and outperforms one large decision tree for large
datasets. Dhanalakshmi et al. [13] integrated fuzzy logic
with data mining and used genetic algorithm (GA) in order
to mine fuzzy association rules by extracting the best rules.
This method involves two operations: rule generation and
detection. The first generates rules from network traffic
by using fuzzy data mining and GA. The second operation
uses the generated rule subset for intrusion detection.

Zhang and Feng [14] proposed a combination of two
machine learning methods, support vector machine
(SVM) and clustering based on self-organized ant colony
network. It was applied to separate the normal and abnor-
mal network connection records, by conducting supervised
and unsupervised learning. The idea was to take advantage
of both repeating SVM training based on different training
sets and ant colony. SVM finds the support vectors and
generates a hyperplane that separates normal and abnormal
data, then clustering based on self-organized ant colony
network is used to find data to add to active SVM training
set by the way of generating models for data classes.

A boosting ant colony-based data miner for intrusion
detection was introduced by Soroush et al. [15]. The algo-
rithm is a mixture of ant colony system [16] and ant-miner
algorithm [17]. The main goal is to extract a classification
rule set from network dataset, to distinguish the normal
and abnormal behaviors. Lianying and Fengyu [18] pro-
posed a swarm intelligence-based intrusion detection
technique in order to decrease the misclassification of
attacks and increase response time in IDS. It takes advan-
tage of swarm intelligence qualities such as flexibility,
stability, and self-organization. The IDS is separated into
independent parts with functions to reduce the complexity
of detection.

Particle swarm optimization (PSO) and SVM were
combined byWang et al. [19]. Binary PSO is used to achieve
the optimal feature subset to specify free parameters for
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
SVM [20]. Swarm intelligence was mainly used for feature
selection because IDS deals with large datasets leading to
slow training and testing as well as low detection rates.
Srinoy [21] used PSO to implement a feature selection
and SVM with the one-versus-rest technique serving as a
fitness function of PSO for classification. The goal of this
method is to avoid the difficult differentiation between
normal and abnormal classes and to recognize and detect
emerging attacks. This method divides the framework to
two phases. First, a preprocessing of training data takes
place to identify the features and their values, to convert
textual to numerical data, to normalize data, to perform
redundancy checking, and to handle null values. Second,
a PSO and SVM clusters are used for detecting groups of
data. This method achieves high accuracy rates compared
with other methods.

Shirazi et al. [22] proposed an intelligent multi-genetic
classifier anomaly intrusion detection using GA (GALC).
They applied information theory measures such as entropy
and mutual information to select the most important
features for each attack. They applied the information
theory to KDD Cup 99 data to rank the 41 Transmission
Control Protocol (TCP) connection features after normali-
zation. The top five features were applied to GA and a
linear classifier. GALC achieved 92.94% accuracy.

Tsang et al. [23] proposed a multi-objective genetic
fuzzy IDS (MOGF-IDS). This method extracts fuzzy
rule-based knowledge from network traffic by using an
agent-based evolutionary computation framework that con-
sists of a fuzzy set agent (FSA) and an arbitrator agent.
FSA initializes fuzzy set information by using the fuzzy
sets distribution strategy, and each FSA generates an
offspring by crossover and mutation operations to find the
global optimal fuzzy rule. An arbitrator agent is used for
evaluation by collecting the fitness values shared from each
FSA. The highest fitness values are returned. MOGF-IDS
achieved 92.77% accuracy.

Shrivastava and Jain [24] proposed rough set SVM for
anomaly-based intrusion detection. They used GA and
rough set theory to reduce the 41 TCP connection features
to six in order to decrease CPU usage and memory utiliza-
tion, and they used SVM for classification. In addition,
numerous algorithms were applied to anomaly intrusion
detection such as C4.5 decision tree, k-nearest neighbor,
SVM, and naïve Bayes (NB) [23].
4. METHODOLOGY

There has been a flux of work using evolutionary
algorithms and swarm intelligence for IDSs because of
their distributed nature and inherent parallelism. Those
qualities make swarm intelligence a perfect candidate
for IDS, which requires vetting through huge amounts of
data to distinguish normal and abnormal behaviors.
Given the work surveyed in Section 3, there is still room
for improvement.
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We apply ABC approach for IDS. ABC consists of three
phases as shown in Figure 1. Input feature extraction and
selection is performed using classification and regression tree
(CART) techniques and the Bayesian network and Markov
blanket (BNMB) algorithms. Data preprocessing prepares
the data for classification and removes unused features where
the same features are used for training and testing. ABC
algorithm caches the training data in the memory and reads
testing records one by one as explained in Section 5. Next,
we explain the testing and training datasets, feature selection,
and data preprocessing.
KDD-99 Cup dataset

KDD-99 Cup is the standard dataset to train and test anom-
aly-based IDSs [26]. The KDD-99 dataset was derived
from the 1998 DARPA network dataset managed by
Massachusetts Institute of Technology Lincoln Labs.
DARPA 98 data was collected in a simulated US Air Force
military network, and it was injected with multiple attacks.
The KDD-99 Cup data assembles individual packets into
connection records. Each record in the KDD-99 dataset
represents 41 features for a connection in addition to a
class label indicating whether the connection is normal or
it belongs to 22 different types of attacks. The testing
dataset includes 14 more types of attacks that do not exist
in the training dataset representing unknown attacks.

The 41 connection features consist of 38 numeric and three
symbolic features. These features fall into the following three
groups: nine basic connection features, such as duration, proto-
col type, service, flag, and source and destination bytes; 13
content features describing the connection by its domain
knowledge such as number of failed logins, root shell attempts,
Training Data

Testing Data

Feature Extraction  
and Selection using  
CART and BNMB

Data 
Preprocessing

Figure 1. The artifical bee co

Table I. The distribution of attack cla

Attack type
Number of training

records
Number of tes

records

Normal 97,277 60,592
Probing 4,107 4,166
DOS 391,458 229,853
U2R 52 70
R2L 1,126 16,344
Total 494,020 311,028

DOS, denial of service; U2R, user to root; R2L, remote to local.
super user attempt, and file creations; and 13 traffic features
describing the connection in the past 2 s such as the number
of connections to the same host, connections to the same
service, and the rate of connections that have SYN errors.

Attacks in the KDD Cup 99 dataset fall under one of the
four classes. Denial-of-service (DOS) attacks attempt to
make computer resources unavailable by crashing or flood-
ing services [27]. Probing attacks try to scan the network to
collect information in order to find known vulnerabilities.
User-to-root (U2R) attacks start with accessing a system
as a normal user and then trying to gain root privileges
by exploiting system weaknesses. Finally, remote-to-local
(R2L) attacks are when the attacker sends packets to a
remote machine to exploit flaws in order to gain local access.

The KDD Cup 99 training dataset contains about
5million records and is also available in a mini-version
consisting of 10% of the original data. Table I shows the
number and percentage for each class of attacks as well
as normal records in the 10% KDD Cup 99 training and
testing data. The majority of the records belong to the
DOS and normal classes, which, as we will see later,
results in low detection rates for U2R and R2L because
of the lack of sufficient training data.

Feature extraction and selection

Given a large training dataset, it is important to reduce the
number of features, in order to characterize intrusions in a
timely manner. Feature reduction can be achieved in one of
several ways such as data filtering to reduce the amount of
traffic handled by the IDS, which might result in discarding
useful data. Data clustering is used to extract hidden
patterns in features, whereas feature extraction is used to
find minimum subset of relevant features.
ABC

Generate random  
initial population

Compute the 
fitness function

Greedy selection 
process

Generate new 
solution

lony classification model.

sses in the KDD Cup 99 dataset.

ting Percentage in the
training data (%)

Percentage in the
testing data (%)

19.6911 19.4812
0. 8313 1.3394

79.2391 73.9010
0.0105 0.0225
0. 2279 5.2548

100 100
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In this paper, we compare two techniques for feature
selection: CART and BNMB algorithm.

Classification and regression tree algorithm
The CART is a binary recursive partitioning, where root

nodes split into left and right child nodes that, in turn, are
treated as parent nodes [28]. The idea behind CART is to
generate a set of classification rules for splitting nodes in
order to determine a class label for each leaf node. The
importance of features represented in the tree is specified
by its level in the tree as a main or as a surrogate splitter.
Surrogate splitters are determined as a back-up rule that
mimics the work of primary splitting rules. For instance,
the algorithm splits the data according to the “service”
feature, and if a value for “service” feature is not available,
the algorithm could use “flag” feature instead of “service”
as a surrogate. Chebrolu et al. [6] used the CART
algorithm for feature selection to reduce the 41 features
to 12 features shown in Table II.

Bayesian network and Markov blanket
The Bayesian network (BN) is a graphical model to rep-

resent a probabilistic relationship among a set of variables.
BN is a directed acyclic graph {N, A}, where N is a domain
variable and A is an arc between nodes and represents a
probabilistic dependence between nodes or variables. A
Markov blanket (MB) of the output variable T is a method
for feature selection [29]. MB defines a set of input vari-
ables where all the other variables are probabilistically
independent of T. In general, a BN classifier obtains a set
of variables that are on the MB of the class node. There-
fore, the MB of a node n is the union of n’s parents, n’s
children, and the parents of children [30]. When using a
BN classifier on the dataset, the MB of the class node
forms features selected. Other features outside the MB
are removed. Chebrolu et al. [6] selected 17 features by
using BNMB as shown in Table II. The selected features
fall under three categories. The first category is same host
features, which examine connections with the same desti-
nation host in the last 2 s. Those include statistics related
to protocol behavior such as Src_byte, Dst_byte, and
service. The second category is same service features,
which examine only connections that have the same ser-
vice in the last 2 s. Finally, the third category is host-based
traffic features, which concerns connections with the same
Table II. Selected features using classification and regression tre

CART features Service
Src_byte
Dst_byte
Count

BNMB Duration
Count
Service
Src_byte
Land

Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
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destination in the last 100 connections as opposed to 2 s
such as num_failed_logins. It is worth noting that 9 of 12
features selected by CART are included in those selected
by BNMB.

Data preprocessing

Before the training or testing, the data are preprocessed
to identify each feature and its value as well as to map
symbolic features to numeric values. The service feature
has symbolic values such as http, finger, and smtp, which
are instead mapped to sequential integer values. In the case
of the class label, all attacks were mapped into one of five
values: 1 for normal, 2 for probe, 3 for DOS, 4 for U2R,
and 5 for R2L.
5. INTRUSION DETECTION USING
ARTIFICIAL BEE COLONY

Artificial bee colony treats intrusion detection as a foraging
process in the bee colony environment. ABC has three
initial control parameters: the number of food sources
(SN) that is equal to the number of employed or onlooker
bees; the maximum cycle number (MCN), which is the
number of improvement cycles; and the limit value, which
defines the predetermined number of cycles to discard a
solution zi if it cannot be improved [25].

Once the preprocessed records are fed to ABC, as in
Algorithm 1, the algorithm loads the training dataset as food
sources. It generates the initial population solutions from a
random selection of the training data and computes the
fitness value for each solution. The population consists of
two parts with the same size; the first is the employee bees,
and the second is the onlookers. Each solution zi is a one-
dimensional vector consisting of the selected features.

Next, an employee bee is assigned for each solution to
evaluate the fitness value (quality) of that solution accord-
ing to (1). The employee chooses a new solution as a
candidate from the neighbor food sources and then applies
greedy selection by calculating the Rastrigin function (2).
If the fitness value is greater than the previous one, the
bee memorizes the new position and forgets the old;
otherwise, it keeps the old solution. In (1), fi is a Rastrigin
function chosen because it is considered one of the best test
e (CART) and Bayesian network and Markov blanket (BNMB).

Logged_in Srv_diff_host_rate
Srv_count Dst_host_count
Serror_rate Dst_host_srv_count
Srv_rerror_rate Dst_host_diff_srv_rate
Srv_count Wrong_fragment
Logged_in Num_failed_logins
Root_shell Srv_serror_rate
Serror_rate Diff_srv_rate
Is_guest_login Dst_host_count
Protocol_type Num_file_creation
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functions for finding the global minimum and has a global
minimum of 0. Xi is the difference between test record xi
and the solution zi, where i represents the feature number.

According to the information shared from employee
bees, an onlooker bee evaluates the fitness values shared
and chooses a food source with a probability value com-
puted as in (3). An onlooker bee produces a new solution
selected among the neighbors of a previous solution and
checks its fitness value. If the value is greater than the pre-
vious one, it will replace the old one with the new position;
otherwise, it remembers the old position.

Scout bees aim to discover new random food sources
to replace the solutions that cannot be improved after
reaching the “limit” value. In order to obtain the best
optimized solution, the algorithm is supposed to go through
a predefined number of cycles (MCN).

Algorithm 1 Artificial bee colony
1: Inputs: training and testing data
2: Output: the best solution
3: For each testing record
4: Generate the initial population zi, i = 1, ..., SN, by scout
bees
5: Compute the fitness fi of the population
6: Set cycle to 1
7: REPEAT
8: For each employed bee
9: Produce new solution from neighbor training data of
zi
10: Evaluate fitness value fit
11: Apply greedy selection process
12: Calculate the probability pi values for the solutions
13: For each onlooker bee
14: Select a solution zi depending on pi
15: Produce new solution from neighbor training data of zi
16: Evaluate the fitness value fit
17: Apply greedy selection process
18: If (there is an abandoned solution) Then
19: replace it with a new solution that will be randomly
20: produced from training data by scout bee
21: Memorize the best solution from all the solution
22: Cycle = Cycle + 1
23: UNTIL Cycle = MCN
24: End

fiti ¼ 1
1þ fi

(1)

f X
!� �

¼
Xn
i¼1

X2
i � 10 cos 2pXið Þ þ 10

� �
(2)

pi ¼ fitiPSN
n¼1 fitn

(3)

6. EXPERIMENTAL RESULTS

This section presents the performance metrics used to
evaluate the effectiveness of the new ABC approach. It
presents and analyzes the experimental results of ABC
and compares them with the most recent related work.

Performance metrics

In order to evaluate the effectiveness of the proposed
algorithm, we use the most popular evaluation metrics: true
positive rate (TPR), also known as detection rate (4); true
negative rate (TNR), also known as specificity (5), false
positive rate (FPR) = 1� specificity, also known as false
alarm rate (6); and accuracy rate (7).

TPR ¼ TP

FN þ TP
(4)

TNR ¼ TN

TN þ TP
(5)

FPR ¼ TP

TN þ FP
(6)

AccuracyRate ¼ TN þ TP

TN þ TPþ FN þ FP
(7)

where true positive (TP) is the amount of attack samples clas-
sified correctly as attack, true negative (TN) is the amount of
normal samples classified correctly as normal, false positive
(FP) is the amount of normal samples classified as attack,
false negative (FN) is the amount of attack samples classified
as normal, and specificity is the amount of true negatives
according to all correctly classified samples.

Simulation environment

We evaluate the algorithm using the two features sets
selected by CART and BNMB. ABC is written in JAVA,
and the experiments are performed on a 2.10GHz AMD
triple-core processor (AMD, Sunnyvale, CA, USA) with
4GB of memory. The 10% KDD Cup 99 dataset is used
to measure the effectiveness of the proposed algorithms.
The initial parameters for ABC are set as follows: bee
colony size=40,MCN=500, and limit=5. The initial values
are selected on the basis of several experimental trials.

Experimental results using classification and
regression tree features (ABC 12)

Tables III and IV show ABC12 experimental results for
known and unknown attacks, respectively. ABC12 detects
all known and unknown attacks except for “teardrop,”
“ftp_write,” “phf,” “loadmodule,” “mailbomb,” “send-
mail,” “snmpgetattack,” “xclock,” and “sqlattack.” Most
of undetected attacks belong to R2L and U2R classes.
Attacks such as “mailbomb” and “sendmail” are spam
applications that operate above the network layer and are
very hard to detect with connection features. They require
application layer features and analysis to accurately distin-
guish them from other traffic.

Table V shows the detection rate for known and
unknown attack classes. It is observed that ABC12
achieves excellent detection rates of 99.8% and 92.1%
for DOS and probe known attack classes, respectively.
Those attacks form the majority of records in the testing
dataset. However, the ABC achieves low detection rate
of 35.9% and 2.5% for U2R and R2L known attacks,
respectively. That is because those attack classes are un-
derrepresented in the testing dataset.

For unknown attacks, the detection rate for DOS was
low because, in the testing dataset, there are 5000
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Table IV. Experimental results for unknown attacks using CART features.

Class name Attack name Total record Detected DR (%)

DOS Apache2 794 488 61.5
mailbomb 5,000 0 0
processtable 759 732 96.4
udpstorm 2 1 50

Probe Mscan 1,053 966 91.7
Saint 736 728 98.9

R2L httptunnel 158 107 67.7
Named 17 10 58.8
sendmail 17 0 0
snmpgetattack 7,741 0 0
snmpguess 2,406 431 17.9
Worm 2 2 100
Xclock 9 0 0
Xsnoop 4 1 25

U2R Ps 16 12 75
sqlattack 2 0 0
Xterm 13 5 38.5

CART, classification and regression tree; DOS, denial of service; R2L, remote to local; U2R, user to root; DR, detection rate.

Table III. Experimental results for known attacks using CART features.

Class name Attack name Total record Detected DR (%)

DOS Back 1,098 1,098 100
Land 9 7 77.8
Neptune 58,001 57,590 99.3
Pod 87 85 97.7
Smurf 164,091 164,091 100
Teardrop 12 0 0

Probe Ipsweep 306 300 98
Nmap 84 80 95.2
Portsweep 354 339 95.8
Satan 1,633 1,469 90

R2L ftp_write 3 0 0
Guess_passwd 4,367 20 0.5
Imap 1 1 100
Multihop 18 2 11.1
Phf 2 0 0
Warezmaster 1,602 128 8

U2R Buffer_overflow 22 11 50
Loadmodule 2 0 0
Perl 2 2 100
Rootkit 13 1 7.7

CART, classification and regression tree; DOS, denial of service; R2L, remote to local; U2R, user to root; DR, detection rate.
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“mailbomb” records out of 6555 total records, which repre-
sents 76.3%. As explained earlier, “mailbomb” attacks are
not detected at the network layer. Nonetheless, the detec-
tion rates for probe and U2R are higher when compared
with known attacks, whereas the detection rate for R2L
attack are expectedly low.

Table VI shows that 59,283 out of the 60,592 actual
“normal” records were detected as normal, representing
a total of 97.8% detection rate and 0.02 false alarm rate.
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
The bottom row indicates 92.6% weighted average
accuracy rate for all classes.

Experimental results using Bayesian
network and Markov blanket features
(ABC17)

Tables VII and VIII show ABC17 experimental results for
known and unknown attacks, respectively.



Table VI. ABC12 detection rates summary.

Class name Total Correctly detected DR (%)

DOS 229,853 224,092 97.5
Probe 4,166 3,882 93.1
U2R 70 31 44.3
R2L 16,347 702 4.3
Normal 60,593 59,283 97.8
Total 311,029 287,990 92.6
Accuracy rate=92.6, FAR=0.02

DOS, denial of service; U2R, user to root; R2L, remote to local; DR,

detection rate; FAR, false alarm rate.

Table V. ABC12 detection rates for known and unknown attack classes.

Attack class Total records Correctly detected DR (%)

Known attacks DOS 223,298 222,871 99.8
Probe 2,377 2,188 92.1
U2R 39 14 35.9
R2L 5,993 151 2.5
Total DR 97.2

Unkown attacks DOS 6,555 1,221 18.6
Probe 1,789 1,694 94.7
U2R 31 17 54.8
R2L 10,354 551 5.3
Total DR 18.6

DOS, denial of service; U2R, user to root; R2L, remote to local; DR, detection rate.

Table VII. ABC17 experimental results for known attacks.

Class name Attack name Total records Detected DR (%)

DOS Back 1,098 1,098 100
Land 9 8 88.9
Neptune 58,001 57,870 99.8
Pod 87 85 97.7
Smurf 164,091 164,091 100
Teardrop 12 0 0

Probe Ipsweep 306 300 98
Nmap 84 81 96.4
Portsweep 354 336 94.9
Satan 1,633 1,458 89.3

R2L ftp_write 3 1 33.3
Guess_passwd 4,367 40 0.9
Imap 1 1 100
Multihop 18 3 16.7
Phf 2 1 50
warezmaster 1,602 475 29.7

U2R Buffer_overflow 22 5 22.7
Loadmodule 2 0 0
Perl 2 1 50
Rootkit 13 4 30.8

DOS, denial of service; R2L, remote to local; U2R, user to root; DR,

detection rate.

Table VIII. ABC17 experimental results for unknown attacks.

Class name Attack name Total records Detected DR (%)

DOS Apache2 794 764 96.2
Mailbomb 5,000 0 0
processtable 759 133 17.5
Udpstorm 2 2 100

Probe Mscan 1,053 821 78
Saint 736 726 98.6

R2L httptunnel 158 110 69.6
Named 17 6 35.3
Sendmail 17 0 0
snmpgetattack 7,741 0 0
Snmpguess 2,406 2,406 100
Worm 2 0 0
Xclock 9 0 0
Xsnoop 4 1 25

U2R Ps 16 9 56.3
Sqlattack 2 0 0
Xterm 13 5 38.5

DOS, denial of service; R2L, remote to local; U2R, user to root; DR,

detection rate.
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ABC17 achieves high detection rates for DOS and
probe attacks. However, it achieves low detection rate for
R2L and U2R known attacks but higher than the numbers
reported by ABC12. In general, ABC17 features detect all
types of known and unknown attacks except “teardrop,”
“loadmodule,” “mailbomb,” “sendmail,” “snmpgetattack,”
“xclock,” “worm,” and “sqlattack.” As in ABC12, most of
undetected attacks belong to the underrepresented R2L and
U2R classes as well as application layer attacks such as
“mailbomb,” “sendmail,” and “sqlattack.”

Table IX shows ABC17 accuracy for all known and
unknown attack classes. DOS and probe classes continue to
have the best accuracies. Detection accuracy for U2R
dropped, and detection accuracy for R2L significantly
increased. ABC17 achieves high detection rate for
R2L, reaching 24.4% for unknown attacks because it detects
“snmpguess” attack with 100% accuracy, which is explained
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Table IX. ABC 17 detection rates for known and unknown attacks classes.

Attack class Total records Correctly detected DR (%)

Known attacks DOS 223,298 223,152 99.934
Probe 2,377 2,175 91.501
U2R 39 10 25.641
R2L 5,993 521 8.693
Total DR 97.475

Unkown attacks DOS 6,555 899 13.714
Probe 1,789 1,547 86.472
U2R 31 14 45.161
R2L 10,354 2,523 24.367
Total DR 26.605

DOS, denial of service; U2R, user to root; R2L, remote to local; DR, detection rate.
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by the additional features such as Num_failed_logins. DOS
accuracy for unknown attacks remains low because of the
inability to detect “mailbomb.”

Table X shows the high-level ABC17 detection rates
summary for known and unknown attacks. It shows that
59,209 out of the 60,592 actual “normal” records were
detected as normal, which accounts for 97.7% detection
rate and 0.02 false alarm rate. The bottom row indicates a
93.25% weighted average accuracy rate for all classes.

Table XI compares ABC12 and ABC17 with the state-
of-the-art approaches such as C4.5 decision tree, NB
Table XI. ABC compariso

ABC

Class name ABC12 ABC17 C4.5 [23] KNN [23] SVM [2

Normal 97.84 97.71 98.38 95.89 97.99
DOS 97.49 97.47 96.99 97.00 97.56
Probe 93.18 89.34 81.88 81.61 86.27
U2R 44.28 34.28 14.47 14.91 10.09
R2L 4.29 18.62 1.45 6.90 3.55
Accuracy (%) 92.59 93.25 92.02 91.83 92.54

ABC, artificial bee colony; DOS, denial of service; U2R, user to root; R2L, re

MOGF-IDS, multi-objective genetic fuzzy intrusion detection system; NB, n

Table X. ABC17 detection rates summary.

Class name Total Correctly detected DR (%)

DOS 229,853 224,051 97.475
Probe 4,166 3,722 89.342
U2R 70 24 34.285
R2L 16,347 3,044 18.621
Normal 60,593 59,209 97.717
Total 311,029 290,050 93.255
Accuracy rate=93.25, FAR=0.02

DOS, denial of service; U2R, user to root; R2L, remote to local; DR,

detection rate; FAR, false alarm rate.
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classifier, k-nearest neighbor, SVM, MOGF-IDS [23],
the winner of KDD Cup 99 contest [31], and GALC [22].
Although it is not the most accurate comparison because
of varying features used by different algorithms, it gives
us a glimpse at the relative performance of the algorithms.
On average, for all records of unknown and known attacks,
ABC17 outperforms all other algorithms reported in recent
literature.

As shown in Table XI, U2R and R2L attack classes
have relatively low detection rates across all approaches,
which confirms our findings. Those low detection rates
are because R2L and U2R attacks do not contain sequential
behavior such as DOS and probe attacks, because the latter
produce many connections in a short time. Another reason
for the low detection rates is the low percentage of R2L
and U2R in the training dataset that composes 0.22%
(1126 records) and 0.01% (52 records), respectively.
Nonetheless, ABC17 ranks second best when it comes to
detecting U2R and R2L attacks.

For DOS attacks, ABC achieves the highest accuracy
and outperforms the rest except the SVM with 0.07%
deficit. For probe attacks, ABC rightfully outperforms all
the other approaches. Finally, for normal records, the
ABC outperforms the GALC, k-nearest neighbor, and
NB, and it fell slightly short than MOGF-IDS, C4.5, and
the Cup winner.
n with related work.

Other approaches

3] MOGF-IDS [23] Cup winner [31] GALC [22] NB [23]

98.36 99.50 96.14 55.47
97.20 97.10 96.68 82.75
88.60 83.30 85.77 90.45
15.79 13.20 75.71 13.16
11.01 8.40 30.3 62.74
92.77 92.71 92.94 76.45

mote to local; KNN, k-nearest neighbor; SVM, support vector machine;

aïve Bayes.
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7. CONCLUSIONS

Security of computer networks gains rising importance as
Internet speeds increase and the number of essential services
offered over networks explodes. Intrusion detection and
prevention systems are becoming a standard component in
network architecture with the requirements to defend against
emerging attacks and to operate at higher speeds.

In this paper, we propose ABC, a new anomaly-based
intrusion detection approach based on intelligent foraging
behavior of bee swarm. Another contribution is the use
of two feature selection techniques, CART and BNMB,
to enhance the detection and reduce the computation com-
plexity. We validate the effectiveness of ABC by using the
KDD Cup 99 dataset. A high accuracy rate of 93.25% and
a low false alarm rate of 0.02% are measured. The
accuracy for known attacks is 97.5%. ABC compared
fairly well against well-known machine learning techni-
ques reported in literature and ranked first in terms of total
detection accuracy.
REFERENCES

1. World Internet Usage Statistics News andWorld Popula-
tion Stats [Online]. http://www.internetworldstats.com/
stats.htm [accessed: 20/04/2010].

2. Symantec Corp Threat Report [Online]. http://www.
symantec.com/about/news/release/article.jsp?
prid=20090413_01 [accessed: 20/04/2010].

3. BakerM,DeWalt D, Ilube T, Kudelski A, Zittrain J. Is the
Internet at Risk?, World Economic Forum [Online].
http://www.weforum.org/en/knowledge/KN_SESS_
SUMM_27219?url=/en/knowledge/KN_SESS_SUMM
_27219 [accessed: 20/04/2010].

4. Northcutt S. Network Intrusion Detection: An
Analyst’s Handbook. New Riders: Indianapolis, 1999.

5. Snort–the de facto standard for intrusion detection/
prevention [Online]. http://www.snort.org/ [accessed:
20/04/2010].

6. Chebrolu S, Abraham A, Thomas JP. Feature deduction
and ensemble design of intrusion detection systems. In
Proceedings of Computers and Security 2005; 24
(4):295–307.

7. Nedjah N, Mourelle LM (eds). In Swarm Intelligent
Systems. Springer-Verlag, 2006. ISBN: 3-54033-868-3.
Available at: http://141.105.33.55/~lomov/%D0%B1%
D0%B8%D0%B1%D0%BB%D0%B8%D0%BE%D1%
82%D0%B5%D0%BA%D0%B0/bigdvd/dvd46/Nedjah
%20N.,%20Mourelle%20L.M.%20-%20Swarm%20
Intelligent%20Systems%282006%29%28186%29.pdf

8. Karaboga D. An idea based on honey bee swarm for
numerical optimization, Technical Report-TR06,
Erciyes University, Engineering Faculty, Computer
Engineering Department, 2005.
9. Von Frisch K. Bees. Their Vision, Chemical Senses and
Language. Cornell University Press: N.Y., Ithaca, 1976.

10. Xiaonan Wu S, Banzhaf W. The use of computational
intelligence in intrusion detection systems. Applied
Soft Computing 2010; 10:1–35.

11. Jiang J, Zhang C, Kame M. RBF-based real-time
hierarchical intrusion detection systems. In Pro-
ceedings of the International Joint Conference on
Neural Networks (IJCNN’03), vol. 2, pp. 1512–1516,
2003.

12. Tian J, Fu Y, Xu Y, ling Wang J. Intrusion detection
combining multiple decision trees by fuzzy logic. In
Proceedings of the Sixth International Conference on
Parallel and Distributed Computing, Applications and
Technologies (PDCAT’05), IEEE Press, pp. 256–258.
December 2005.

13. Dhanalakshmi Y, Ramesh Babu I. Intrusion detection
using data mining along fuzzy logic and genetic
algorithms. International Journal of Computer Science
and Network Security (IJCSNS) February 2008;
8(2):27–32.

14. Zhang Q, Feng W. Network intrusion detection
by support vectors and ant colony. In Proceedings of
the 2009 InternationalWorkshop on InformationSecurity
and Application (IWISA 2009), November 2009.

15. Soroush E, Habibi J, Abadeh M. Intrusion detection
using a boosting ant-colony-based data miner, In the
Proceeding of the 11th International CSI Computer
Conference (CSICC 2006), 24–26 Tehran, Iran, Vol.
2, pp. 563–566, Jan 2006.

16. Dorigo M, Gambardella L. Ant Colony System: A
cooperative learning approach to the travelling
salesman problem. IEEE Transactions on Evolution-
ary Computation Apr 1997; 1(1):53–66.

17. Parpinelli R, Lopes H, Freitas A. Data Mining With an
Ant Colony Optimization Algorithm. IEEE Transactions
on Evolutionary Computation Aug 2002; 6(4):321–332.

18. Lianying Z, Fengyu L. A swarm intelligence based
intrusion detection technique. International Journal
of Computer Science and Network Security (IJCSNS)
July 2006; 6(7B):146–150.

19. Wang J, Hong X, Ren R, Li T. A real-time intrusion
detection system based on PSO-SVM. In Proceedings
of the 2009 International Workshop on Information
Security and Applications, November 2009.

20. Grandvalet Y, Canu S. Adaptive Scaling for Feature
Selection in SVMs. In Proceedings of NIPS, pp.
553–560, 2002.

21. Srinoy S. Intrusion detection model based on particle
swarm optimization and support vector machine. In
Proceedings of the 2007 IEEE Symposium on
Computational Intelligence in Security and Defense
Applications, 2007.
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec

http://www.symantec.com/about/news/release/article.jsp?prid=20090413_01
http://www.symantec.com/about/news/release/article.jsp?prid=20090413_01
http://www.symantec.com/about/news/release/article.jsp?prid=20090413_01
http://www.weforum.org/en/knowledge/KN_SESS_SUMM_27219?url=/en/knowledge/KN_SESS_SUMM_27219
http://www.weforum.org/en/knowledge/KN_SESS_SUMM_27219?url=/en/knowledge/KN_SESS_SUMM_27219
http://www.weforum.org/en/knowledge/KN_SESS_SUMM_27219?url=/en/knowledge/KN_SESS_SUMM_27219
http://www.snort.org/


Application of ABC for intrusion detection systemsM. Aldwairi, Y. Khamayseh and M. Al-Masri
22. Shirazi HM, Kalaji Y. An intelligent intrusion detec-
tion system using genetic algorithms and features
selection. Majlesi Journal of Electrical Engineering
March 2010; 4(1):33–43.

23. Tsang C, Kwong S, Wang H. Anomaly intrusion
detection using multi-objective genetic fuzzy system
and agent-based evolutionary computation framework.
In Proceeding of Data Mining Fifth IEEE International
Conference, pp. 4, November 2005.

24. Shrivastava SK, Jain P. Effective anomaly based intru-
sion detection using rough set theory and support
vector machine. International Journal of Computer
Applications 2011; 18(3):0975–8887.

25. Karaboga D, Ozturk C. A novel clustering approach:
artificial bee colony (ABC) algorithm. Applied Soft
Computing 2011; 11(1):652–657.

26. KDD Cup 99 Dataset [Online]. http://kdd.ics.uci.edu/
databases/kddcup99/ [accessed: 20/04/2010].
Security Comm. Networks (2012) © 2012 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
27. Jon E. Hacking: The Art of Exploitation (2nd edn edn).
No Starch Press: San Francisco, 2008ISBN. ISBN:1-
59327-144-1.

28. Breiman L, Friedman J, Stone CJ, Olshen RA. In
Classification and Regression Trees, 1st edn. Chapman
and Hall/CRC: New York, NY, January 1984.

29. Tsamardinos I, Aliferis CF, Statnikov A. Time and
sample efficient discovery ofMarkov blankets and direct
causal relations. In Proceeding of the Ninth ACM
SIGKDD International Conference on Knowledge
Discovery and Data Mining. ACM Press: USA, 2003.

30. Cheng J, Greiner R, Kelly J, Bel DA, Liu W. Learn-
ing Bayesian networks from data: an information-
theory based approach. The Artificial Intelligence
Journal 2002; 137:43–90.

31. Elkan R. Results of the KDD’99 classifier learning.
ACM SIGKDD Explorations Newsletter 2000; 1(2):
63–64.

http://kdd.ics.uci.edu/databases/kddcup99/
http://kdd.ics.uci.edu/databases/kddcup99/



