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ABSTRACT

Digital forensics concerns about extracting and ana-

lyzing the contents of digital devices. It is used to

locate digital evidences in order to support legal ac-

tions against criminals in the court of law. This paper

utilizes file carving techniques to extract digital ev-

idences in the RAM about opened PDF files. This

paper observes that PDF files consist of objects. Each

object is marked with special indicators that mark its

start and end. These indicators are used to locate

and extract the objects of a PDF file from the RAM.

We design several experiments and show that carving

PDF files from the RAM is possible even after closing

the PDF file viewer.
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1 INTRODUCTION

Digital forensics is a relatively new discipline for

investigating crimes committed with the help of

digital devices. It investigates the contents of

electronic devices such as computers and smart

phones. The investigation process includes seiz-

ing devices, data acquisitions, evidence extrac-

tion, and drawing conclusions. This can lead to

identify criminals and discover their illegal activ-

ities. In order to be admissible in the court of law,

digital evidences must be accurate. Inspecting

files is inevitable in digital forensics because the

Operating System stores most digital contents as

files. Even though a file can be normally recon-

structed with the help of the file system meta data,

such meta data is not always available. However,

file carving techniques are the solution to such a

problem, where a file can be reconstructed again

based on its internal structure.

File carving is very important in the digi-

tal investigation because it provides the ability

to retrieve evidences that maybe useful to iden-

tify criminals and recognize their activities. File

carving is the process of retrieving files even af-

ter it has been deleted from the device and their

meta data are also lost after overwriting the data

or having a media damage. Basically, file carving

involves searching bulk data for blocks of certain

structures and then correlating the found blocks

in order to reconstruct the original file.

Until recently, investigators had only been

interested in extracting evidences from perma-

nent storage devices such as hard disks (HD) and

solid state drives (SSD). However, main memory

(RAM) forensics has been proven powerful in in-

vestigation. All operations, such as reading or

writing to files, need to go through the RAM tem-

porarily. This gives an idea how important it is

to inspect the RAM. Particularity, File carving in

the RAM is very useful given that how scattered

memory contents are and that meta data does not

necessarily reside there. Dumping memory dur-

ing the investigation process might prove helpful

in evidence extraction and file carving. A mem-

ory dump is an exact physical copy of the RAM.

This paper seeks to extract PDF files from the

RAM solely based on the PDF file structure. PDF

files, in special, can be used on almost all plat-

forms ranging from mobile phones and tablets to

conventional desktops and laptops; regardless of
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their operating systems and hardware specifics.

2 BACKGROUND

Various types of evidences can be obtained from

the ephemeral information that is found in the

RAM of a running machine. RAM forensics de-

pends on the analysis of physical memory dumps.

It is mainly used in the investigation of computers

to obtain and locate evidences about live activi-

ties that otherwise cannot be obtained. These ev-

idences may include (but are not limited to) net-

work connections [7], recent web browsing, run-

ning processes, and opened files.

Memory forensics starts by obtaining a

physical memory dump. Then the dump is ex-

amined by searching its contents using different

techniques and tools. Simple techniques just tries

string matching. More advanced techniques con-

sider the RAM structure and how data is stored

in it. This section introduces some useful tools

that can be used in memory forensics and PDF

manipulations.

2.1 Volatility

Volatility is an open-source portable tool that can

be used to analyze various memory dumps. The

first version was released in 2007. The most re-

cent release is 2.4 (as of this writing). Volatil-

ity supports the analysis of different architectures

and operating systems such as: Linux, Windows,

Mac, and Android. It is written in Python pro-

gramming language. Also, it can be used on dif-

ferent memory formats such as: physical mem-

ory, crash dumps, raw dump, and VirtualBox core

dumps. It can be used to extract vital informa-

tion such as processes, modules, network connec-

tions, files, and rootkits.[5].

2.2 PDFMiner

PDFMiner is a tool used to extract and analyze

text data found in PDF files. In particular, it al-

lows users to obtain the exact location of a par-

ticular text, font, or line in a page. Furthermore,

it can be used to convert PDF files to other text

formats such as HTML [2]. This tool is written

in Python and it was introduced for the first time

in 2004.

2.3 pyPDF & PyPDF2

pyPDF is a Python library dedicated for PDF

files. It can be used to extract information out of

a PDF file. It also provides features such as split-

ting, merging, cropping, encrypting, and decrypt-

ing PDF documents. For example, it can be used

to split and/or merge a PDF file page by page.

However, it does not work on file streams, but it

entirely works on StringIO objects, allowing PDF

files to be modified in memory. So, it is useful for

websites that modify or manage PDF files. This

tool is released under the modified BSD license

[3]. PyPDF2 is a fork for the original pyPDF

project [4]. It is a pure PDF toolkit that adds new

classes and support for Python 3.

3 FILE CARVING

File carving is a technique used to recover or re-

construct files (or file fragments) based on their

structure and/or contents. File carving does not

depend on any information provided by the op-

erating system or its file system [21]. Instead, it

helps retrieving deleted or damaged files or file

fragments from digital devices by utilizing the

structure of the target file itself. For example,

carving specific types of file can be done through

identifying headers and/or footers (trailer) and

extracting (carving out) blocks between these two

specific boundaries. See Figure 1.

4 PDF FILE STRUCTURE

PDF is a portable document structure that can be

used to present documents that include different

kinds of data such as text, multimedia elements,

images, etc. A PDF file consists of four major

parts: header, body, xref table, and finally the

trailer. Figure 2 presents the basic structure of

a PDF file. Carving PDF files benefits from its

internal structure. Thus, we need to understand
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Figure 1. An Example of File Carving.

Figure 2. PDF File Structure.

the structure of a PDF file in order to be able to

carve it.

4.1 Header

It is the first part of a PDF file (see Figure 2). It is

one line that identifies the version number of the

PDF specifications used in the document. The

UNIX xxd command (as shown in Figure 3) can

be used to read the header.

4.2 Body

Body is the second part of a PDF file structure. It

contains a set of objects. Each object contains the

actual data stored in that file. Figure 4 shows an

example of object stream of a PDF file that was

taken from [1].

Figure 3. An Example of Extracting a PDF

Header Using the UNIX xxd Command.

Figure 4. An Example of Object Stream of PDF

File, Taken From [1]

4.3 XREF Table

The xref table stands for cross reference table

(XREF Table). This part contains a reference for

each object in the PDF document. It identifies the

total number of objects in the table, the starting

offset of each object, and the length (in bytes) for

each object. This table is intended to allow ran-

dom access to objects in the PDF file. Thus, it is

not required to read the complete PDF document

in order to locate a particular object. Each object

is represented by one entry in the cross reference

table. Figure 5 shows an example of an xref table

that was taken from [6].

In the example shown in Figure 5, there are

four subsections (note the four lines that only

contain two numbers). The first number in those

lines corresponds to the object number, while the

second line states the number of objects in the

current subsection. Each object is represented by

one entry, which is 20 bytes long; including the

CRLF. The first 10 bytes represent the object’s

offset (from the start of the PDF document to the

beginning of that object). What follows is a space

separator with another number specifying the ob-

ject’s identification code. After that there is an-

other space separator followed by a letter ’f’ or
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Figure 5. An Example of Cross Reference Table

(XREF Table), Taken From [6].

Figure 6. An Example of a PDF Trailer.

’n’ to indicate whether the object is free or in use.

4.4 Trailer

The PDF trailer includes information used to as-

sist a PDF reader application to understand the

internal structure of the current PDF document.

Figure 6 shows an example of a PDF trailer. It

contains references to document’s xref table and

to special objects contained in the trailer dictio-

nary. This part ends with ”%%EOF”, indicating

the end of the file. All PDF readers start reading

the PDF file from its trailer.

Figure 7. Investigation Model; The Criminal

Opens a PDF File and the Investigator Searches

to Find it. Find PDF Objects in the RAM Mem-

ory (A Memory Dump).

5 INVESTIGATION MODEL

In the investigation model (See Figure 7), a crim-

inal opens a PDF file that contains a crucial in-

formation to the investigator. Furthermore, the

criminal might not have sufficient permission to

open the file. The PDF file might be on the ma-

chine’s secondary storage or it might be down-

loaded from the Internet using one of the web

browsers or ftp servers.

The investigator wants to reveal whether the

target file was opened or not. Using file craving

on PDF files, this can be reached by searching

the contents of the RAM for objects that belongs

to the original file. Extracting, analyzing, and

reassembling the original file from the extracted

data follow.

6 EXPERIMENTS AND RESULTS

A RAM dump is an exact bit-by-bit copy of the

physical memory that is extracted into a file. Be-

cause the RAM was dumped while or after the

PDF file is opened, this RAM dump might in-

clude a set of objects (sequence of bytes) related

to the opened PDF file. We look for these ob-

jects in the RAM dump and compare them with

objects extracted from the original PDF file.

We built a regular expression to locate all

objects of the PDF file in the dumped file and
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Table 1. PDF files used in our experiments.

PDF File Size/Bytes No.Pages No.Objects

f1 228296 9 163

f2 267772 10 447

f3 381882 17 478

f4 477534 11 908

f5 604906 9 413

f6 681252 13 758

f7 745022 9 587

f8 843490 8 426

f9 1365581 9 520

f10 1574807 9 2240

Figure 8. The Number of Objects in a PDF File

Has No Relationship with its Size.

store them in a list. The list of carved objects

can be used to reconstruct the original PDF file.

We tested 10 different PDF files of different

sizes and different number of objects (See Table

1). Files in this table are listed in an ascending

order based on their size (in bytes), which is pre-

sented in the second column. The third column

presents the number of pages in each PDF file,

whereas the last column presents the number of

PDF objects in each PDF file. This table shows

that there is no direct correlation between the size

of the PDF file and the number of objects it has

(See Figure 8).

We designed two different experiments:

• Experiment 1 (Local): here the PDF files

(shown in Table 1) are stored on the local

machine’s hard disk and opened using the

Okular PDF viewer that comes by default

with openSUSE KDE based GUI.

• Experiment 2 (Internet): here the PDF files

are downloaded from a server over the net-

work using the Firefox web browser. Then

the downloaded file is directly opened with

the browser itself.

In both experiments (1 & 2), the same set of

PDF files (shown in Table 1) are opened and then

the RAM memory of the Virtual Machine (VM)

is dumped in four different scenarios (steps):

• Step 1: The RAM is dumped while the PDF

file is opened.

• Step 2: The RAM is dumped right after the

PDF is closed (by closing the PDF viewer or

the web browser).

• Step 3: Then a small jpg image is selected

from the Dolphin file manager on open-

SUSE. This image is viewed using the de-

fault image viewer named Gwenview. The

RAM is dumped while the image is being

viewed. This step is intended to investigate

the impact of a small image on the number

of PDF objects that can be located and re-

covered from the RAM dump.

• Step 4: Without closing the image viewer in

step 3 above, we started the Word Processor

from the LibreOffice. Then the RAM

is dumped for the fourth time (after clos-

ing the PDF viewer and starting an image

viewer and a word processor). This step is

intended to investigate the impact of a rel-

atively larger process on the RAM (larger

footprint in the RAM) and its effects on the

number of PDF objects that may remain af-

ter closing the file and can be located and

recovered from the RAM dump.

6.1 Experimental Setup

This paper experiments with two different exper-

imental setups. In our first experimental setup

(Setup 1), we used a VM that runs the openSUSE

Linux version 13.1. In this setup, the VM has 512

MB of RAM memory. See Figure 9. In our sec-

ond experimental setup (Setup 2), we increased

the RAM size from 512 to 1024 MB of RAM

memory.
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Figure 9. Basic Experimental Setup: One VM

that Runs openSUSE 13.1. Setup 1: has 512 MB

of RAM. Setup 2: has 1024 MB of RAM. On

each setup we have two different experiments.

Experiment 1: opens a PDF file from the local

storage on the VM itself. Experiment 2: opens a

PDF file from a remote server using the Firefox

web browser.

6.2 Results

Tables 2 and 3 show the results for Experiments

1 & 2 on Setups 1 & 2 respectively. The first

row in both tables establishes the ground truth to

which we will compare our findings. Each row

shows the results after each step explained in the

above section. The tables show that there is better

chances to extract more objects in a large RAM

than in a small one. Furthermore, more objects

can be extracted in case a PDF file is viewed over

the Internet than that in case of opening the file

locally (compare the results for Experiments 1 &

2). Also, the tables show that we always have a

better chance to extract objects while the file is

open (compare the first row to the second row in

both tables). Furthermore, just closing files de-

creases the number of extracted objects (compare

row 2 to row 3 in both tables). RAM contents

depend heavily on what is being run in the tar-

Table 2. Results on Setup 1.

File/Memory Dump Experiment1 Experiment2

Avg. # Obj. in PDFs 694 694

Avg. # Obj. in Step 1 462.6 1732.4

Avg. # Obj. in Step 2 250.3 0.1

Avg. # Obj. in Step 3 145.4 0.1

Avg. # Obj. in Step 4 10.8 0.1

Table 3. Results on Setup 2.

File/Memory Dump Experiment1 Experiment2

Avg. # Obj. in PDFs 694 694

Avg. # Obj. in Step 1 655.3 3169.5

Avg. # Obj. in Step 2 655.3 1614.4

Avg. # Obj. in Step 3 655.3 1313.6

Avg. # Obj. in Step 4 655.3 1251.9

get machine. Rows 4 and 5 in the tables show

that conducting more activities after closing the

files might dramatically decrease the number of

objects even though this effect is less obvious in

large RAM than in that of a small one.

7 DISCUSSION AND FUTURE WORK

Processes and files in RAM memory are divided

into pages. The challenge is elevated when the

size of a PDF object is larger than the page size.

If the page size is not enough for an object, the

system will divide it into more than one page.

Pages of the same file are not necessarily to be

consecutive. Therefore, this escalates the diffi-

culties to search for such objects and may reduce

the number of correctly identified and located ob-

jects in the memory dump.

This paper experiments with 10 different

PDF files. In each experiment, only one PDF

file is considered. This means that the located

PDF objects belongs to one and only one PDF

file. Though, our future work aims to improve

our techniques to search for objects belonging to

multiple PDF files (and not limited to a single

file).

8 RELATED WORK

Technology has become an essential part of peo-

ple’s daily life. Consequently, digital forensics
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is an important discipline to counter violations.

Investigators look for evidences at various loca-

tions, such as hard disks [19, 14, 17], solid state

drives [18], main memories [16, 23, 22, 27], net-

works [24, 9, 20], and mobile devices [8, 26, 25,

15].

The RAM contains a wealth of informa-

tion that is of investigators’ interest. Researchers

show that TCP memory artifacts can still be

found in memory even after a long time [7].

Sensitive information, such as encryption keys

and passwords, could be extracted from the

RAM [13, 11, 10]. File carving[12] is well-

known in the literature. It solely relies on the

structure of the files to reconstruct them without

having any meta data.

This paper focuses on carving PDF files

from the RAM based on their structure. It ex-

tracts live objects of a PDF file from the RAM in

order to extract the original file.

9 CONCLUSION

Digital investigation has evolved over years to ac-

commodate the developing technologies. Even

though most evidences can be reliably extracted

from permanent storage devices, the RAM mem-

ory still contains exceptionally valuable informa-

tion that sometimes cannot exist elsewhere. In

some cases, an investigator needs to prove not

only that a criminal has a file, but also she opens

it. Such proof can be sought in the RAM. This

paper presented a systematic process that can be

used to carve such evidence by extracting PDF

files from the RAM memory. Our technique of

file carving has successfully utilized the structure

of PDF files.
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