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Jordan University of Science and Technology 

Faculty of Computer & Information Technology 

Software Engineering Department 

 
  

 

 
 

Course Catalog 

3 Credit hours (3 h lectures): Theory and practice of software security, focusing in particular on 

some common software security risks, including buffer overflows, race conditions, and on 

identification of potential threats and vulnerabilities early in design cycle. Emphasizes 

methodologies and tools for identifying and eliminating security vulnerabilities, techniques to prove 

absence of vulnerabilities, ways to avoid security holes in new software, and essential guidelines for 

building secure software: how to design software with security in mind from the ground up and to 

integrate analysis and risk management throughout the software life cycle. 

 

Text Book(s) 

Title Computer Security: Principles and Practice 
Author(s) William Stallings, Lawrie Brown  
Publisher Prentice Hall 
Year 2008 
Edition Second Edition 

 

References 
Books 1. Matt Bishop "Introduction to Computer Security", 1

st
 edition, Addison Wesley, 2005 

2. Charles P. Pfleeger, Shari L. Pfleeger “Security in Computing”, 4
th

 edition, Prentice 

Hall, 2007 

3. Dieter Gollmann “Computer Security”, 2
nd

 edition, Wiley, 2006 

Internet 

links 

 

http://www.pearsonhighered.com/bookseller/academic/product/0,3110,0132390779,00.html 

 

 

 

 

Instructor 

Instructor Dr. Qutaibah Althebyan 
 

Office Location Engineering building, N1 level 0  

 

Office Phone 720-1000 ext: 22439 

 

E-mail qaalthebyan@just.edu.jo  

SE 431 Software Security 
 

Spring Semester 2016 
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Class Schedule & Room 

Section 1:  

  Lecture Time: Sunday, Tuesday, Thursday 10:15 -11:15 

  Room: C2 008 

 

Section 2:  

  Lecture Time: Monday, Wednesday 09:45 -11:15 

  Room: A2 120 

 

Office Hours 

Sunday, Tuesday, Thursday:                              TBD 

Monday, Wednesday:                                         TBD  

 

Teaching Assistant 

TBD [email:] 

 

Prerequisites 

Prerequisites by course CIS 442 Business Data Communications and Networks 

 

 

Topics Covered 
Topics Chepters in Text Week number 

Introduction Chapter 1  1, 2 

Access Control Chapter 4 3 

Software Security Chapter 11 & Chapter 12and Notes 4, 5, 6, 7 

Intrusion Detection Chapter 6 6, 7 

Malicious Software (Viruses and 

other Malicious Code) 

Chapter 7 and Notes 8, 9, 10 

Web Security Notes 11, 12 

Cryptography Chapter 2 & Chapter 19 & Chapter 20 13, 14, 15 

Database Security Chapter 5 16 

 

 

 

Mapping of Course Objectives to Program Outcomes Assessment method 

1. To learn and appreciate the role of formal modeling in software analysis and 

specification [b, k] 

Homework, Lab 

assignment, Exam, Project 

2. To learn what is meant by an object-oriented software modeling. [c, k] Homework, Lab 

assignment, Exam, Project 

3. To learn in detail the UML notation for object-oriented modeling and design. [c, k] Homework, Lab 

assignment, Exam, Project 

4. To learn the difference between object-oriented analysis and object-oriented 

programming. [b] 

Homework, Lab, Project 

assignment, Exam, Project 
 

Relationship to Program Outcomes (score out of 5) 
A B C D E F G H I J K L 

 4 5         5  
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Relationship to Program Objectives 
1 2 3 4 5 

 X x   
 

 

 

 

 

 

 

Prepared by:  Dr. Qutaibah Althebyan                     Last Modified:  Feb. 7, 2016 

Evaluation 
 

Assessment Tool  Expected Due Date Weight 

Project  Spans the whole semester 10% 

Lab & Class Assign. Lab & class assignments upon lecture topics 10% 

First Exam According to the department  schedule 20 % 

Second Exam According to the department  schedule 20 % 

Final Exam According to the University final examination schedule 40 % 

Policy 
 

Attendance 

 

Attendance is very important for the course.  In accordance with university policy, students 

missing more than 10% of total classes are subject to failure. Penalties may be assessed 

without regard to the student's performance.  Attendance will be recorded at the beginning or 

end of each class.  

Homework/Lab 

 

Students are expected to keep up with the material as it is presented and submit assignments on 

time. Students are expected to do their work individually. Any students do the work in teams 

will be considered an attempt for cheating.  

Exams 

 

All exams are closed book. 


