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	Course Information

	Course Title
	Computer Networks Defense

	Course Number
	NES 554

	Prerequisites
	NES 452 – Cryptography and Network Security

	Course designation 
	Required 

	Credits 
	3 credit hours 

	Course Website
	http://elearning.just.edu.jo

	Coordinator
	

	Instructor
	

	E-mail
	

	Office Location
	

	Office Phone
	

	Office Hours
	

	Assistants
	

	

	

	Catalog Description

	[bookmark: _GoBack]Internet infrastructure security, denial of service attacks, DNS hacking, Botnets, Ethical hacking principles, footprinting, scanning, enumeration, computer network defense and countermeasures including: IP traceback, router Security, Intrusion detection and prevention systems, firewalls, and virtual private networks.

	

	Text Book

	Title
	Guide to Network Defense and Countermeasures

	Author(s)
	Randy Weaver, Dawn Weaver, Dean Farwood

	Publisher
	Cengage Learning

	Edition / Year
	Third Edition / 2013

	References
	Computer Security: Principles and Practice, 3/E, William Stallings, Lawrence Brown ISBN-10: 0132775069, ISBN-13:  9780132775069, Publisher:  Prentice Hall, Copyright:  2014


	

	Assessment Policy

	Assessment
	Date
	Weight

	First Exam
	During the 5th or 6th week
	To be assigned by course instructor

	Second Exam
	During the 11th or 12th week
	To be assigned by course instructor

	Assignments
	
	To be assigned by course instructor

	Final Exam
	During the 16th week 
	40%

	Total
	
	100%

	

	Course Objectives
	Weight

	[bookmark: _Hlk158410419]This course is designed to help students: 
	

	1. Identify, investigate and analyze threats to network security.

	50%

	2. Identify the fundamental concepts and practices in network defense.

	40%

	3. Acquire knowledge of contemporary issues regarding computer networking and security.  
	10%

	

	Teaching & Learning Methods

	· Class lectures, lecture notes and assignments are designed to achieve the course objectives.
· Students are expected to read the material as detailed in the text, complete the assignments on time and participate in class.
· Course web page is an essential part of the course.


	
Learning Outcomes

	This course requires the student to demonstrate the following:
	Program Student Outcomes 
(f, j, k)

	Understand network security threats and attack techniques
	j

	Perform basic Ethical hacking steps such as foootprinting, scanning and enumeration 
	f

	Understanding centralized and P2P botnet C&C and different types of attacks that can be implemented using botnets.
	j

	Understand router security controls and apply access control lists
	k

	Describe options for implementing intrusion detection and prevention systems
	k

	Describe common approaches to packet filtering design packet filtering and firewall rule sets
	k

	Describe Virtual Private Network (VPN) Concepts
	k

	The ability to keep up with emerging attacks and new vulnerabilities and devise defense mechanisms.
	j

	

	Course Content

	Week
	Topics
	Chapter(s) in Text

	1
	· Introduction
	Course handout

	2-3
	· DDoS Attacks 
	Course handout

	4
	· DNS Hacking
	Course handout

	5
	· Botnets
	Course handout

	6-7
	· Fingerprinting, Scanning, Enumeration
	Course handout

	8
	· Router Security
	4

	9-10
	· Intrusion detection and prevention systems (IDPS)
	8

	11
	· Firewalls
	9-10

	12
	· Virtual private networks (VPNs)
	11

	13-14
	· Contemporary issues in network security 
	Course handout

	
	
	

	Essential Notes

	Exams
	· May include: Definitions, True/False, Multiple-Choice, Analysis and Descriptive formats.
· Use only your own tools: calculator, pens and ruler 
· Instructions on the first page of the exam are quite important.
· Not abiding by the rules is a reason for dismissal from the exam.

	

				Additional Notes

	Makeups
	· Makeup exam should not be given unless there is a valid excuse.

	Drop Date
	· Last day to drop the course is before the 12th week of the current semester.

	Cheating
	· Standard JUST policy will be applied.

	Attendance
	· Excellent attendance is expected.
· According to the JUST policy, a student will receive the grade of ZERO (35%) “failed for absence” if he misses more than 20% of the classes.
· Attendance will be taken by calling the names or passing a sign-up sheet.
· If you miss a class, it is your responsibility to find out about any announcements or assignments you may have missed.

	Workload
	· Average work-load student should expect to spend is 6 hours/week.

	Graded Exams
	· Graded exam papers will be returned within a week.

	Participation
	· Participation in the class will positively affect your performance.
· Disruption and side talks will possibly result in dismissal from class.
· No eating or chewing gums are allowed in class.



