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About the Program

The program enhances theoretical and practical learning in the Internet of Things. This program
includes a comprehensive and advanced curriculum consisting of diverse and specialized topics on
the Internet of Things (10T). The program provides students with scientific and practical experience
in important skills such as analyzing and programming Internet of Things data, using cryptography,
information security, 10T and cloud integration, smart systems, and developing mobile applications
for the Internet of Things. To enhance career readiness, the program offers opportunities for students
to pursue international certifications, which can count up to 6 credit hours toward their degree.

The 10T program is in the process of obtaining Jordanian national accreditation after passing the
initial stages of placement qualifications for a bachelor's degree. It is now moving toward achieving
global accreditation (ABET) within the next three years. The curriculum is aligned with reference
programs from three prestigious global universities:

e Florida International University: Link
e University of Maryland: Link
e Waterford Institute of Technology (Ireland): Link

Vision

To be a local, regional, and global leader in education and scientific research, and to produce graduates
with the highest levels of competence and professionalism .

Mission

Providing high-quality educational and research services in the fields of computer and information
technology, theoretical and applied, to create and disseminate knowledge, lead, and develop human
societies, and create a technological and scientific environment that stimulates excellence, creativity,
and innovation through effective local and global partnerships.
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Objectives

The program educational objectives (PEOs) of the Internet of Things program at JUST are to produce
graduates who are:

1. [Professionalism] Productive and practitioner-oriented professionals, researchers, and future
leaders who contribute to the development and innovation of Internet of Things fields.

2. [Community Support] Become a productive member of society who can undertake
leadership roles and make innovative decisions in the Internet of Things field to contribute to
technology and economic growth.

3. [Lifelong Learning] Lifelong learners who can always improve their professional knowledge
in information technology.

Outcomes

Graduates of the Internet of Things program will have the ability to:

1. Analyze a complex computing problem and apply principles of computing and other
relevant disciplines to identify solutions.

2. Design, implement, and evaluate a computing-based solution to meet a given set of
computing requirements in the context of the program’s discipline.

3. Communicate effectively in a variety of professional contexts.

4. Recognize professional responsibilities and make informed judgments in computing
practice based on legal and ethical principles.

5. Function effectively as a member or leader of a team engaged in activities appropriate to
the program’s discipline.

6. Employ systematic methodologies to select, develop, apply, integrate, and manage secure
computing techniques that fulfill user goals.
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Course Numbering Convention

Digit Meaning Explanation

First year

Hundreds Second year

Course Level Third year

Fourth year

Basic Principles

Programming

Computer Networks

Networks and Data Security

Data Analytics

Tens Course Subject Operating Systems

Hardware

Applications

Olo|Nojo|RIWIN|FR|O]lR|WIN]E-

Special topics, Training, and
Graduation Project

Course sequence number within the subject

Ones
area

Course Sequence

The University Codes are as follows:

Code | Department
loT Internet of Things
CPE | Computer Engineering
HSS | Basic Sciences and Humanities
SE Software Engineering
DS Data Science
Al Artificial Intelligence
HI Health Information System
PHY | Physics
MATH | Mathematic
CS Computer Science
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Study Plan of Bachelor’s Degree in Internet of Things

The bachelor’s degree in Internet of Things (1oT) is awarded from the Cybersecurity Department
at the faculty of the Computer and Information Technology at Jordan University of Science &
Technology (JUST) after the successful completion of 132 credit hours distributed as shown in Table

(D).
Table (1): Credit Hours Distribution for Internet of Things program

Requirements Compulsory hours | Elective hours | Total
University requirements 16 9 25
College requirements 20 0 20
Department requirements 78 9 87
Total 114 18 132

After fulfilling the requirements stipulated in the instructions for granting a Bachelor’s degree
(revised edition) at the Jordan University of Science and Technology issued by the Dean’s Council
abiding by the regulation concerned with issuing scientific degrees and diplomas at the Jordan
University of Science and Technology law of 1987.

1. University Requirements:

Allocated to it (25 CHS) as stipulated in the instructions for granting a bachelor’s degree, distributed
as follows:

a) University Compulsory Requirements (16 CHs).
b) University Elective Requirements (9 CHS).
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2. Faculty Requirements

Allocated to it (20 CHs) compulsory as shown in the following table:

Table (2): Faculty Compulsory Requirements

Course Course Title Credit Weekly Hours Prerequisite | Teaching
Number Hours Lecture Lab Mode
HSS101MATH | Calculus | 3 3 0 - Face To Face
HSS112SE Introduction to 3 3 0 Passing
Object-Oriented HSS101CS Hybrid (1+1)
Programming
HSS203DS Communication and 2 2
Professional Ethics
HSS211CS Data Structures 3 3 0 HSS241Math
Passing Hybrid (1+1)
HSS112SE
HSS241MATH | Discrete Mathematics 3 3 0 - Face To Face
HSS101CS Introduction to 3 3 0 CIS99 OR Face To Face
Programming Concurrent
HSS102SE English Skills in 3 3 0 Online
Information (Synchronous)
Technology
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3. Department Requirements

Allocated to it (87 CHSs) distributed as follows:

a. Department Compulsory Requirements (78 CHs) as shown in Table (3):

Table (3): Department Compulsory Requirements

Course Course Title Credit Weekly Hours Prerequisite Teaching
Number Hours | Theoritic Lab q Mode
HSS102MATH | Calculus 2 3 3 0 HSS101MATH | Face to Face
HSS103PHY General Physics 3 3 0 - Face to Face

HSS106CS Introduction to 1 0 2 HSS101CS OR Online
Programming (Lab) Concurrent (Synchronous
)
HSS113SE Introduction to Object- 1 0 2 HSS112SE OR | Face To Face
Oriented Programming Concurrent
(Lab)
Concurrent Face to Face
HSS212CS Data Structures lab 1 0 2 with
HSS211CS
HSS221DS Fundamentals of Database 3 3 0 Face to Face
Systems
Probability & Statistics (For
HSS233MATH Computer Science Students) % 3 0 HSS102MATH Face to Face
MATH140 Elements of Linear Algebra 3 3 0 HSS101MATH | Face to Face
CPE236 Digital Logic Design 3 3 0 HSS112SE Face to Face
Cs284 Analy_5|s and Design of 3 3 0 HSS211CS Face to Face
Algorithms
CS342 Computer Networks 3 3 0 CS284 Face to Face
CS375 Operating Systems 3 3 0 CS284 Face to Face
Al240 Introductlon to Artificial 3 3 0 Cs284 Face to Face
Intelligence
Al249 Machine Learning 3 3 0 107210 Hybrid (1+1)
107201 Introduction to loT 3 3 0 HSS101CS Face to Face
10T210 0T Programming 2 2 0 HSS101CS Face to Face
loT211 loT Programming Lab 1 0 2 éOT 210 or Face to Face
oncurrent
loT Web Applications HI201 AND Face to Face
0310 Development 2 2 0 10T201
10T311 loT Mobile Applications 5 2 0 107210 Face to Face
Development
loT Web Applications 10T310 OR Online
loT312 Development Lab 1 0 2 Concurrent (Synchronous)
IoT Mobile Applications 10T311 OR Online
0313 Development Lab 1 0 2 Concurrent (Synchronous)
Cryptography and Face to Face
10T330 Information Security 3 3 0 HSS233MATH
10T391 Practical Training 3 0 25 [Paéslunsg]; %0
10T420 Wireless Networks 3 3 0 CS342 Face to Face
l0T421 Wireless Networks 1 0 3 16T420 Online
Laboratory (Synchronous)
10T431 Security of loT 2 2 0 107330 Hybrid (1+1)
10T433 Security of 10T Lab 1 0 2 10T431 OR Face to Face
Concurrent
10T440 0T Data Analytics 2 2 0 Al249
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. 10T440 or Face to Face
10T442 loT Data Analytics Lab 1 0 2 Concurrent
10T450 0T and Cloud Integration 3 3 0 CS342
loT451 Smart Systems 2 2 0 10T450 Face to Face
0T453 Smart Systems Lab 1 0 2 loT451 OR | Face to Face

Concurrent
10T491 Graduation project 1 1 0 3 [Passing 90 Hybrid (1+1)
CHs]

10T492 Graduation project 2 2 0 6 10T491
HI201 Web Design lab 1 0 3 HSS112SE Face to Face
HI332 System Analysis and Design 3 3 0 CISs221 Face to Face

b. Department Elective Requirements (9 CHs) as shown in Table (4).

A Student may select at most (3 CHs) from other CIT departments upon department approval.

Table (4): Department Elective Requirements (9 CHs) *

Weekly Hours Teaching
Course : Credit . Method
Number Course Title Hours Lecture Lab Prerequisite
l0T422 Wireless Sensor 2 5 0 10T420 Face to Face
Networks
10T423 10T in 5G I_\/IobHe 3 3 0 CS342 Face to Face
Technologies
Wireless Sensor 10T422 or Face to Face
loT424 Networks Lab 1 0 2 Concurrent
0T and Cloud 10T330 AND | Hybrid (1+1)
loT432 Computing Security 3 3 0 10T450
loT441 loT Data Vls_uallzatlon 3 3 0 CS342 Hybrid (1+1)
and Exploration
l0T452 Real-Time Systems 2 2 0 CS375 Hybrid (1+1)
loT454 Real-time Systems Lab 1 0 2 07452 OR Online
Concurrent | (Synchronous)
10T460 Microcontrollers for 10T 2 2 0 10T420 Face to Face
l0T461 Microcontrollers for 10T 1 0 9 I0T460 OR | Face to Face
Lab Concurrent
Applications of 10T in Hvbrid (1+1
07470 Medicine and Healthcare 3 3 0 CS342 4 (+1)
. . Online
10T493 Special Topics in l1oT 1 3 3 0 - (Synchronous)
. . Online
10T494 Special Topics in loT 2 3 3 0 - (Synchronous)
. .. Online
10T495 Special Topics in 10T 3 3 3 0 - (Synchronous)

*A student may be exempted from studying up to (6) credit hours of elective department courses if they
enroll in a training course from global academies, provided that the number of training hours for each course
is no less than (150) hours. This is subject to the approval of the relevant department and the student
obtaining an internationally accredited certificate after passing the international exam. Each successfully
completed accredited course will be counted as (3) credit hours.
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The following courses qualify the student to obtain one of the global certifications as follows:

Academic Courses

Equivalent Certificate

# Equivalent C.H.s

Amazon Web Services (AWS)
* Google Professional Cloud IoT Developer

10T210 loT Programming * Certified IoT Developer (CloTD)/By IoT | 3
10T211 lIoT Programming Lab Council
10T310 loT Web Applications * Cisco DevNet IoT Certificate/By Cisco 3
Development
10T312 10T Web Applications
Development Lab
10T311 loT Mobile Applications *» Google Associate Android Developer 3
Development
10T313 lIoT Mobile Applications
Development Lab
10T330 Cryptography and Information | < Certified Encryption Specialist 3
Security (ECES)/By EC-Council
10T420 Wireless Networks * Cisco Certified Network Associate 3
(CCNA)/By Cisco
* CompTIA Network+
* Certified Wireless Network Professional
(CWNP)/By CWNP
10T440 10T Data Analytics * Microsoft Certified: Azure Al Engineer 3
10T442 10T Data Analytics Laboratory | Associate/By Microsoft
» AWS Certified Data Analytics — Specialty
10T431 Security of loT * loT Security Essentials (I|SE)/By EC- 3
10T433 Security of 10T Lab Council
10T450 10T and Cloud Integration * AWS Certified IoT — Specialty/By 3
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The student is awarded a Bachelor’s degree in 10T from the College of Computer Technology after
completing 132 credit hours. Of these, the students study 107 credit hours within the college and
department, distributed over 126 contact hours between theoretical and practical education, with
approximately 27% practical and 73% theoretical.

The following table shows the proportions of practical components in the department's courses.

Course

Credit

Theoretica

Practical
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34 Hrs. - 29%

Code SRUES NS Hours | Hours Hours Nz

10T210 loT Programming 2 2 0 -

loT211 loT Programming Lab 1 0 2 Practical Course

10T310 loT Web Applications Development 2 2 0 -

10T312 loT Web Applications Development Lab 1 0 2 Full Practical
Course

HSS106CS Introduction to Programming (Lab) 1 0 2 Practical Course

HSS113SE Introduction to Object-Oriented Programming 1 0 2 Practical Course

(Lab)

l0T311 0T Mobile Applications Development 2 2 0 -

10T313 IoT Mobile Applications Development Lab 1 0 2 Full Practical
Course

10T330 Cryptography and Information Security 3 3 0 Project-based

10T391 Practical Training 3 0 9 90-hour Practical
Training

10T420 Wireless Networks 3 3 0 -

loT421 Wireless Networks Laboratory 1 0 3 Full Practical
Course

10T440 loT Data Analytics 2 2 0 -

10T442 loT Data Analytics Lab 1 0 2 Full Practical
Course

10T431 Security of loT 2 2 0 -

10T433 Security of 10T Lab 1 0 2 Full Practical
Course

10T450 0T and Cloud Integration 3 3 0 Project-based

10T451 Smart Systems 2 2 0 -

10T453 Smart Systems Lab 1 0 2 Full Practical
Course

10T491 Graduation Project 1 1 1 0 Full Project-
Based

10T492 Graduation Project 2 2 2 0 Project-Based

CS342 Computer Networks 3 3 0 Project-Based

CS375 Operating Systems 3 3 0 Project-Based

HI201 Web Design Lab 1 0 3 Full Practical
Course

Full Practical TOTAL




Matrix Linking the Department's Courses to the Program Outcomes

Code Course SO1 SO2 SO3 SO4 SO5 SO6
l0T201 Introduction to loT 4 v v v
10T210 loT programming 4 4 v
10T310 loT Web Applications Development v Y
10T312 loT Web Applications Development Lab v v v
loT311 IoT Mobile Applications Development 4 4 v
10T313 IoT Mobile Applications Development Lab v Y v
10T330 Cryptography and information security 4 v
10T391 Practical training
10T420 Wireless Networks
l0T421 Wireless Networks Laboratory
10T440 0T Data Analytics
10T442 loT Data Analytics Lab
10T431 Security of 1oT
10T433 Security of 10T Lab Not yet offered
10T450 loT and Cloud Integration
10T451 Smart Systems
10T453 Smart Systems Lab
10T491 Graduation project (1)
10T492 Graduation project ( 2)
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Matrix Linking the Department's Courses to the Jordanian National Qualifications

Framework (JONF) Descriptors

Code Course L7K1 L7S1 | L7S2 | L7S3 | L7C1 | L7C2 | L7C3 | L7C4

loT 201 | Introduction to loT v Y

10T210 0T Programming Y Y v
10T Web Applications

Loy Development M M
10T Web Applications

1Set Development Lab v v v
10T Mobile Applications

(e Development M M
10T Mobile Applications v

(Bl Development Lab v
Cryptography and Information

10T330 Security v v Y

10T391 Practical Training

10T420 Wireless Networks

10T421 Wireless Networks Laboratory

10T440 loT Data Analytics

10T 442 loT Data Analytics Lab

10T433 Security of 10T Lab

10T450 10T and Cloud Integration

loT451 Smart Systems

10T453 Smart Systems Lab

10T491 Graduation Project 1

10T492 | Graduation Project 2
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Guidance Plan

15t Year

15t Semester

Il Course Name #CH Prerequisite
Number
HSS101CS Introduction to Programming 3 CIS099 OR Concurrent
HSS101MATH | Calculus | 3 -
HSS102SE English Skills in Information 3

Technology
HSS106CS Introduction to Programming (Lab) 1 HSS101CS or Concurrent

University Compulsory Requisites 2

University Compulsory Requisites 3

Total Hours 15
2"d Semester
CRIES Course Name # CH | Prerequisite
Number
3 Passing

HSS102MATH | Calculus 2 HSS101MATH

Introduction to Object-oriented 3 HSS102SE.
HSS1125E Programming Passing HSS101CS.

Introduction to Object-oriented 1 HSS112SE OR
HSS113SE Programming (Lab) Concurrent
HSS241MATH | Discrete Mathematics 3 -
10T201 Introduction to 10Ts 3 HSS101CS
MATH140 Elements of Linear Algebra 3 HSS101MATH
Total 16
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2" Year

15t Semester

Course

Course Name C Prerequisite
Number
CPE236 Digital Logic Design 3 HSS112SE
HI201 Web Design Lab 1 HSS112SE
HSS103PHY General Physics 3 -
HSS211CS Data Structures 3 Passing HSS112SE
1 Concurrent with
HSS212CS Data Structures Lab HSS211CS
10T210 loT Programming 2 HSS101CS
10T211 loT Programming Lab 1 10T210 or Concurrent
LG103 Life Skills 2 -
Total Hours 16
2"d Semester
CRIES Course Name CH Prerequisite
Number
CS284 Analysis and Design of Algorithms 3 HSS211CS
HSS203DS Communication and Professional 9 i
Ethics
HSS221DS Fundamentals of Database Systems 3
HSS233MATH Probability & Statistics (For 3 HSS102MATH
Computer Sciences Students)
MS100 Military Sciences 3
University Elective Requisite 3 -
Total Hours 17

16
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3rd Year

15t Semester

Course Number | Course Name # CH Prerequisite
Al240 Introduction to Artificial Intelligence 3 CS284
Al249 Machine Learning 3 10T210
ARB102 Communication Skills in Arabic 3
CS342 Computer Networks 3 CS284
10T310 IoT Web Applications Development 2 CIS 201 + 10T 201
l0T311 IoT Mobile Applications Development 2 loT 210
10T312 :_Oi;[) Web Applications Development 1 10T310 or Concurrent
10T313 :_O;t-) Mobile Applications Development 1 10T311 or Concurrent

Total Hours | 18

2"d Semester
Course Number | Course Name # CH | Prerequisite
CS375 Operating Systems 3 CS284
HI1332 System Analysis and Design 3 CIS221
10T330 Cryptpgraphy and Information 3 HSS233MATH
Security
10T420 Wireless Networks 3 CS342
10T421 Wireless Networks Laboratory 1 10T420 or Concurrent
- University Elective Requisite 3 -
Total Hours 16
Summer Semester

Course Number Course Name | # CH Prerequisite
10T391 Practical Training 3 Passing 90 CHs
Total 3
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4™ Year

15t Semester

Course Number | Course Name # CH | Prerequisite
HSS110 Leader And Social Responsibility 3
10T431 Security of loT 2 10T 330
10T433 Security of 10T Lab 1 loT 431 or Concurrent
10T450 IoT and Cloud Integration 3 CS342
10T491 Graduation Project 1 1 Passing 90 CHs
- Department Elective Requisite 3 -
- University Elective Requisite 3 -
Total 16
2" Semester

Course Number | Course Name #CH Prerequisite
10T440 loT Data Analytics 3 Al 249
l0T442 IoT Data Analytics Lab 1 10T440 or Concurrent
10T451 Smart Systems 2 107450
10T453 Smart Systems Lab 1 l0T451 or Concurrent
10T492 Graduation Project 2 2 10T491
- Department Elective Requisite 3 -
- Department Elective Requisite 3 -

Total Hours | 15
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Description of Courses

10T201: Introduction to loT (3C.H=3H+0L)
Prerequisite: HSS101CS

l0T history, concepts, and system architecture, IoT and embedded computing systems, 10T and cloud
computing, introduction to 10T communications protocols, data analysis, security and privacy issues,
AR and VR, 10T applications in healthcare, home automation, intelligent transportation, smart
building infrastructures, wearable sensors.

10T210: 10T Programming (2C.H=2H+0L)
Prerequisite: HSS101CS

This course is designed to introduce students to Python programming language. Students will explore
the concepts of programming and scripting, including basic syntax, variables, logical structures, and
debugging. The course emphasizes structured programming, algorithmic and object thinking in a
problem-driven way after teaching fundamental concepts and structures. Key topics include
elementary programming, data types, strings, selections, iteration, functions, GUIs (graphical user
interfaces), object-oriented paradigms, lists, sets and dictionaries, files, exceptions, and recursion. By
the end of the course, students will have a solid foundation in programming and gain practical
experience in applying several techniques in practical tasks using various Python libraries.

l0T211: 10T Programming Lab (1C.H=0H+2L)
Prerequisite: 10T210 or Concurrent

This lab course introduces students to the fundamentals of Python programming. Students will
explore programming concepts and scripting, including syntax, variables, logical structures, and
debugging. The course emphasizes structured programming, algorithmic thinking, and object-
oriented principles in a problem-solving approach after introducing core programming concepts.
Key topics include basic programming, data types, strings, selections, loops, functions, GUI
(graphical user interface) development, object-oriented programming.

10T310: 1oT Web Applications Development (2C.H=2H+0L)
Prerequisite: CI1S201 + 10T201

Construct robust and highly interactive web sites for 10T systems using the latest features of CSS and
HTMLS5 and scripting languages. In this course students should be able to master client-side and
sever-side scripting languages. For example, HTML5, JavaScript, Active Server Pages (ASP),
DHTML, Ajax, XML and PHP.

10T311: loT Mobile Applications Development (2C.H=2H+0L)
Prerequisite: 107210

IoT Mobile Application Development frameworks; architecture, design and engineering issues,
techniques, and methodologies for 10T mobile application development. It focuses on web-based
mobile applications and thus covers issues of web service design (RESTful service design), mobile
platforms (iPhone, Android, Symbian/S60, WebOS, Windows Mobile, BlackBerry OS, BREW,
JavaME/JavaFX, Flashlight), and the specific constraints and requirements of user interface design
for limited 10T devices. The course combines a conceptual overview, design issues, quality assurance,
and practical development issues.

10T312: 10T Web Applications Development Lab (1C.H=0H+2L)
Prerequisite: 10T310 or Concurrent
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This lab course focuses on developing highly interactive websites specifically for 10T systems using
the latest tools and features in web development. Students will gain hands-on experience with both
client-side and server-side scripting languages, enabling them to build dynamic and responsive 10T
applications. Key topics include mastering HTML5 and CSS for layout and design and using
JavaScript, AJAX, XML, and PHP for interactivity and data handling. Additionally, students will
work with frameworks such as ASP and DHTML to enhance functionality and connectivity in 0T
environments.

10T313: 10T Mobile Applications Development Lab (1C.H=0H+2L)
Prerequisite: 10T311 or Concurrent

This lab course offers a practical foundation for developing mobile applications for 10T systems,
covering frameworks, architecture, design, and challenges unique to 10T devices. Focusing on web-
based mobile applications, students will learn to design RESTful web services and work with various
mobile platforms, including Android, iOS, Symbian, WebOS, Windows Mobile, and BlackBerry OS.
Emphasis is placed on adapting user interfaces for the specific constraints of 10T devices with limited
processing and display capabilities. Through hands-on labs, students will address quality assurance
and tackle real-world development issues, gaining the skills to build efficient, user-friendly mobile
applications for 10T ecosystems.

10T330: Cryptography and Information Security (3C.H=3H +0L)
Prerequisite: HSS233MATH

Security and cryptography concepts for 10T devices and networks, classical cryptography, number
theory and finite fields, symmetric cryptography (block ciphers and stream ciphers) and modes of
operation, asymmetric cryptography and Diffie-Hellman key exchange, hash functions, message
authentication and digital signatures.

10T391: Practical Training (3C.H=0H+9L)
Prerequisite: Passing of 90 CHs

Eight weeks of practical training in an institution that deals with information technology. Only
institutions listed in the department are accepted. However, students who prefer to conduct the
training in regional/international institutions are required to submit papers for acceptance, before they
even start. Finally, students must submit a professional report that details the 8 weeks’ activities.

10T420: Wireless Networks (3C.H=3H +0L)
Prerequisite: CS342

Basic concepts of Wireless Networks, Wireless Personal Area Networks (WPAN), Wireless Local
Area Networks (WLAN), ad-hoc networks, sensor networks, wireless mesh networks, Wireless Wide
Area Networks (WWAN) including cellular networks, physical layer standards and Medium Access
Control (MAC), Quality of Service (QoS), 10T protocols and standards such as AMQP, DDS, CoAP,
Wi-Fi, Bluetooth, BLE, ZigBee, WiMax.
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10T421: Wireless Networks Laboratory (1C.H=0H + 3L)
Prerequisite: 10T 420 or Concurrent

A set of experiments on configuring, implementing, integrating, and testing various wireless loT
technologies. Methods and tools for network management of 10T wireless networks such as WLAN
Network Management Systems, Routers, and Switches.

10T422: Wireless Sensor Networks (2C.H=2H +0L)
Prerequisite: 10T420

The architecture of wireless sensor networks (WSNs), WSN Protocols and mechanisms, design and
deployment issues in WSNs, sensor data storage, integration of WSNs and IoT, and middleware
technologies in sensors for the Internet of things, energy and communication models in WSNs.

10T423: 10T in 5G Mobile Technologies (Project Based Course) (3C.H=3H +0L)
Prerequisite: CS342

Introduction to 5G wireless networks and their application in 10T, 5G cloud-based radio access
network to support IoT, applications of 5G technologies in 10T and smart homes, mm waves,
accessing and duplexing schemes, network slicing, bandwidth, and resource allocation. The course
includes projects or assignments focusing on practical use cases related to course topics, or hands-on

learning aligned with globally recognized professional certifications related to the subject area.

10T424: Wireless Sensor Networks Lab (1CH=0H +2L)
Prerequisite: 10T422 or Concurrent

This lab course provides practical experience in the design, configuration, and deployment of
Wireless Sensor Networks (WSNs). Students will explore WSN architecture, protocols, and
communication models, focusing on optimizing energy consumption and data transmission. Lab
activities include working with sensor data storage, integrating WSNs with 10T platforms, and using
middleware technologies for efficient sensor data management.

10T431: Security of 10T (2CH=2H +0L)
Prerequisite: 10T330

This course covers the basic components of 10T and how data is collected and analyzed from sensors.
Moreover, this course discusses the security issues and solutions of the Internet of Things, explains
different threats to 10T platforms, and teaches students how to defend 10T devices securely.

10T432: 1oT and Cloud Computing Security (Project Based Course) (3C.H =3H +0L)
Prerequisite: 10T330 + 10T450

Identifying threats, vulnerabilities, and privacy issues in 10T and cloud integration, cloud attacks,
defending the cloud, identity and access management for 10T in the cloud, secure cloud storage,
security design patterns for IoT and cloud computing, cloud security tools, implementing
countermeasures for cloud-based services. The course includes projects or assignments focusing on
practical use cases related to course topics, or hands-on learning aligned with globally recognized
professional certifications related to the subject area.

10T433: Security of 10T Lab (1C.H=0H +2L)
Prerequisite: 10T431 or Concurrent
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This lab course provides a foundational understanding of loT components, focusing on how data is
collected, transmitted, and analyzed from sensors within 10T systems. Students will explore security
concerns specific to 10T environments, learning about threats and vulnerabilities in 10T platforms.
The course includes practical labs on securing 10T devices and introducing students to defensive
strategies and best practices to safeguard 10T ecosystems.

10T440: 10T Data Analytics (2C.H=2H +0L)
Prerequisite: Al249

Introduce the concept of 10T and smart technologies and then provide students with the knowledge
of how to handle the data deluge related to 10T smart technology. Students will learn how to utilize
the data generated by 10T technologies, and how to implement machine learning techniques to gain
some insights into different applications this data can be used for. Students will also apply the
fundamentals of machine learning and statistics to extract value from 10T data. They will also
understand different business use cases for 0T data and understand different types of IoT data.

10T441: 10T Data Visualization and Exploration (Project Based Course) (3C.H=3H +0L)
Prerequisite: Al 342

Fundamentals of information visualization, visualization tools, and techniques for 10T, data-driven
decisions, graph data visualization, data and image models, multidimensional and multivariate data,
design principles for visualization, hierarchical, network, textual and collaborative visualization, the
visualization pipeline, data processing for visualization, visual representations, visualization system
interaction design, and impact of perception. Emphasizes construction of systems using graphics
application programming interfaces (APIs) and analysis tools. The course includes projects or
assignments focusing on practical use cases related to course topics, or hands-on learning aligned

with globally recognized professional certifications related to the subject area.

10T442: 10T Data Analytics Lab (1CH=0H +2L)
Prerequisite: 10T 440 or Concurrent

This course introduces students to the concepts of 10T and smart technologies, focusing on managing
and analyzing the massive data generated by loT systems. Students will learn data handling
techniques, explore types of 10T data, and apply machine learning and statistical fundamentals to
uncover valuable insights from 10T datasets. Through hands-on labs, students will use machine
learning algorithms to analyze real-world 10T applications and understand how data-driven insights
can drive decision-making in various business scenarios. By the end of the course, students will have
practical skills in data analytics, enabling them to extract actionable intelligence from IoT data.

10T450: 1oT and Cloud Integration (Project Based Course) (3C.H=3H +0L)
Prerequisite: CS342

Introduction to cloud computing, roles of cloud computing in 10T, platforms, deployment models,
Service-Oriented Architecture (SOA), virtualization, peer-to-peer systems, cloud computation
paradigms based on 10T architecture, and analysis of 10T data in the cloud. The course includes
projects or assignments focusing on practical use cases related to course topics, or hands-on learning
aligned with globally recognized professional certifications related to the subject area.
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10T451: Smart Systems (2C.H=2H +0L)
Prerequisite: 10T450

Smart grid systems, Vehicular Ad-hoc Networks (VANETS), vehicle-to-vehicle and vehicle-to-
infrastructure/cloud communication, mobile sensor networks, wearable devices, intelligent
transportation systems, environment monitoring, mobile health care, and design/implementation
ISsues in smart systems.

10T452: Real-time Systems (2C.H=2H +0L)
Prerequisite: CS375

Design patterns in real-time systems, real-time scheduling and synchronization in operating system
kernels, real-time middleware and virtualization, design and analysis of real-time resource
management algorithms, and general-purpose operating systems.

10T453: Smart Systems Lab (1CH=0H +2L)
Prerequisite: 10T 451 or Concurrent

This lab course provides hands-on experience with smart systems, covering advanced applications
such as Smart Grid Systems, Vehicular Ad-hoc Networks (VANETS), and mobile health care.
Students will explore the design and implementation of vehicle-to-vehicle and vehicle-to-
infrastructure/cloud communications, mobile sensor networks, wearable technology, and intelligent
transportation systems. Practical labs will include deploying environment monitoring systems and
addressing the unique challenges of smart system design, such as data transmission, real-time
processing, and security.

10T454: Real-time Systems Lab (1CH=0H+2L)
Prerequisite: 10T 452 or Concurrent

In this lab course, students gain hands-on experience with real-time operating systems (RTOS) used
in 1oT applications. They will learn how to design, schedule, and synchronize tasks within an RTOS
kernel, applying design patterns suited for time-sensitive operations. Lab sessions cover practical
applications in real-time middleware, virtualization, and resource management.

10T460: Microcontrollers for 1oT (2C.H =2H + 0L)
Prerequisite: 10T420

Introduction to microcontrollers, comparison of microcontroller models, microcontrollers for loT
prototyping, intelligent systems using sensors and actuators connected to microcontrollers,
programming of 1/0 ports, analog/digital converters.

10T461: Microcontrollers for 10T Lab (1CH=0H +2L)
Prerequisite: 10T460 or Concurrent

This lab course provides hands-on experience with microcontrollers, focusing on their application in
0T environments. Students will work with various microcontroller models, learning to program 1/0
ports, configure analog-to-digital and digital-to-analog converters, and interface sensors and
actuators. Lab exercises will involve prototyping 10T applications using microcontroller-based
systems to gather, process, and train data.

10T470: Applications of 10T in Medicine and Healthcare (Project Based Course) (3C.H =3H + 0L)
Prerequisite: Al 342
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Body Sensor Networks (BSNs), in-body and on-body communication, data interoperability between
medical units, applications of patient information management, remote real-time monitoring of
patients, smart pills, telemedicine, and cloud platforms for healthcare applications. The course
includes projects or assignments focusing on practical use cases related to course topics, or hands-on

learning aligned with globally recognized professional certifications related to the subject area.

10T491: Graduation Project 1 (1CH=1H +0L)
Prerequisite: Passing of 90 credit hours

The student should get familiar with theoretical and practical aspects associated with the subject
matter of the project. Students must consider the local and global impact of the project on individuals,
organizations, and society.

10T492: Graduation Project 2 (2C.H=2H +0L)
Prerequisite: 10T491

The student implements, tests, and presents the project proposed in the graduation Project I course.
The project must provide solutions to individuals, organizations, and society issues.

10T493: Special Topics in 10T 1 (Project Based Course) (3C.H =3H+0L)
Prerequisite: None

The department chooses a topic related to the field of 1oT.

10T494: Special Topicsin 10T 2 (Project Based Course) (3C.H =3H+0L)
Prerequisite: None

The department chooses a topic related to the field of 10T. The course includes projects or assignments
focusing on practical use cases related to course topics, or hands-on learning aligned with globally
recognized professional certifications related to the subject area.

IoT 495: Special topics in 10T 3 (Project Based Course) (3C.H =3H+0L)
Prerequisite: None

The department chooses a topic related to the field of 10T. The course includes projects or assignments
focusing on practical use cases related to course topics, or hands-on learning aligned with globally
recognized professional certifications related to the subject area.
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