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1 Preface
Information technology is critical for the University’s mission and its successful
operations, and information technology is needed to create a strategic advantage for
the University. When information technology initiatives align with the strategic goals
of the University, the impact can be transformative – empowering faculty to enhance
students’ learning experience, improving business operations to deliver quality
services, and fomenting improvement through the intelligent use of data.
This document is the Strategic Plan of Computer and Information Center (CIC) at
Jordan University of Science & Technology (JUST). The plan includes the JUST Mission,
CIC Vision, Supporting Values, and Guiding Principles that provide the necessary
guidance for the alignment of JUST Products and Services with the strategic missions of
the CIC, all in direct support of the mission of JUST.

2 Mission Statement Summary
2.1 Jordan University of Science & Technology Mission
The university mission is to graduate qualified students with professional skills that
meet the needs of the labor market, enable graduates to compete nationally, regionally,
and internationally by creating the enabling environment that stimulates learning, and
creative thinking and enriching the cultural diversity. The university is further
committed to strengthen the role of scientific research and development, innovation,
and creativity in achieving the objectives of the sustainable development and to
contribute to the scientific achievements on the international arena and to create
successful international partnerships.

2.2 Computer and Information Center Mission
The mission of the Computer and Information Center is to provide high quality,
reliable, secure, efficient and integrated technological solutions in support of the
university academic mission.

2.3 CIC vision statement
We aspire to empower JUST community to accomplish the vision of becoming a first
class world university by providing state of the art information technology services
and solutions.

3 Values and Guiding Principles

Our Core Values drive and guide us as we serve the University community. As
members of CIC, we are committed to:
1. Collaboration: We are dedicated to a constructive, team-oriented environment,
gathering varied perspectives, sharing knowledge, and building effective
partnerships with key stakeholders.
2. Innovation: We encourage creative and critical thinking in the development of
technology services and solutions.
3. People: We listen to, respect, and care for faculty, staff, students, and one another,
both professionally and personally.
4. Service: We strive to provide excellent service by being consistent, agile, reliable, and
accessible to all.
5. Transparency: We leverage open communications and thoughtful business processes
to be accountable in our interactions and our work.
6. Alignment with university priorities: Campus priorities will drive CIC strategies and
investments.
7. Ease of use: Developed or purchased software applications, systems,
communications, and classroom technologies will be integrated and easy to use.

4 CIC SWOT Assessments – Strengths, Weaknesses, Opportunities
and Threats
CIC must adopt a strategy of continued process improvement if we are to achieve our
vision of becoming “the provider of exceptional information technology solutions” This
process includes the assessment of strategic organizational “Strengths” and
“Weaknesses.” Once assessed, “Opportunities” can be identified that, when acted upon,
will assist in reaching our goals. Finally, we recognize that potential roadblocks and
unforeseen obstacles will confront us in our endeavors. Therefore, we identify a list of
“Threats” in order to develop suitable mitigation plans that would avoid or minimize
their impact on us.

4.1 Strengths:
a. CIC provides wide range of services in support of academic and administrative
operation of the university.
b. A well-qualified team of engineers, programmers and technicians that is able to
accomplish and implement new projects.
c. In house development of most applications and systems used in the university.
d. Automation of several key services such as the electronic identity for faculty,
employees and students.
e. Integration of JUST systems with some external systems such as KAUH university
hospital, electronic payment system (E-Fawateercom), embassies, etc.
f. Hosting websites of several agencies and local community.
g. Excellent IT infrastructure in place. For example, all offices, classrooms, and
laboratories are connected to the University 10 Gigabit backbone network, and
JUST Wireless Network is available in many campus buildings and popular outdoor
areas.

4.2 Weaknesses:
a. Lack of previous strategic plan or clear vision.
b. No quality assurance in place. Software development life cycle is not followed
properly and operation and management does not adhere to certain standard (e.g.,
ISO).
c. Relatively low bandwidth of 325 Mbps. This bandwidth certainly does not meet the
increasing demand on cloud based services, social networking and multimedia
applications.
d. Shortage of suitable office space and well furnished meeting room.
e. Current organizational structure pauses several restrictions that imposes major
unnecessary delays during project implementation.
f. Job descriptions, salary ladder, fair task distribution.
g. Operations management lacking metrics and reporting. CIC lacks a comprehensive
framework and resources to aggressively measure and assess operational metrics
to support the ongoing growth of products and services.
h. Bugs, problems in the current ERP systems.
i.

Lack of qualified human resources in the areas of mobile application development,
cloud services, and network security.

j.

Policies must be defined across the system to function effectively in the Internet
era. Security, privacy and service level agreements become critical to the efficient
delivery of services.

k. Approaching end of life of some Infrastructure elements / products.
l.

Too many system interfaces.

m. It is usually difficult to immediately provide up to date equipment and tools for
employees.
n. More training is required.
o. Outdated/ obsolete development environment.

4.3 Opportunities:
a. Strong support and commitment from the administration.
b. Faculty and students are strongly interested in using technology for teaching and
learning.
c. JUST has state of the art private cloud system that can be effectively utilized to
support research and development.
d. A well established Faculty of Computer and Information Technology, which would
provide localized IT support in different areas.
e. Universities’ network membership presents opportunities for using high
bandwidth applications in learning, research and collaboration.
f. Utilization of cloud based services for efficient and low cost operation.
g. Marketing of systems and applications developed by CIC staff.
h. Leveraging JUST initiatives (e.g., smart campus, green energy, etc.)
i.

Evaluating and adopting new technologies as they emerge in a timely manner.

4.4 Threats:
a. Brain drain. Qualified employees may leave jobs in case they obtain good offers.
b. New employment regulations/ restrictions.
c. Lack of technology and security awareness across employees and students.
d. Inability to recover from site disaster.
e. Budget cuts and limited funding directly affect decision making. Better resource
planning tied to university priorities will assist in reducing such risks.
f. Emerging attacks and increasing of network security threats.
g. The ability to adapt with new technology advancements especially in the areas of
Internet of things, Big data, Software defined networks, and mobile applications.
h. Frequent power outages, which cause many hardware failures and consequently
service disruptions.

5 Areas of Focus and Main Goals
The CIC strategic plan focuses mainly on the following areas: Administrative systems,
Security, Infrastructure, Research, Services, and Human Resources. In the following
table, we identify the main goal in each area. It is to be noted that Teaching and
Learning is not covered here, as it will be the focus of the “Elearning and Open
Educational Resources Center” to be established soon.

Number Area

Goal

1

Administrative
systems

Update and Improve current administrative
information systems and provide the latest
technologies to enhance the university’s business
process.

2

Security

3

Infrastructure

4

Research

Ensure the integrity, confidentiality, and availability of
University’s information assets and technology
environment in a consistent manner without limiting
academic and research freedoms.
Provide state of the art infrastructure that meets the
teaching, learning, research, and organizational needs
of the university.
Supporting JUST research needs

5

Services

Provide prompt and reliable services for students,
faculty, and staff.

6

CIC Human
Resources

Building capacity and increase efficiency of CIC staff.

6 Objectives, and Action Plan
For each of the goals listed in Section 5, we specify objectives and corresponding
strategic actions.

6.1 Administrative Systems
JUST currently deploys several administrative information systems to support its
business activities. These systems include but not limited to Financial, Human
Resources, Registration, Graduate Studies, Supplies and Tenders, and Scientific
Research. All of these systems are developed using Oracle 6i platform and will be
migrated soon to Oracle 11g platform. All systems’ data are stored in a single oracle
database; however, each system has its own database schema that contains system’s
data and procedures. Oracle applications are deployed into oracle application server,
and are accessed by university employees through a web browser.
Meanwhile, some administrative systems maintain separate copies of the same data.
As a result, same data is being entered into different systems. This architecture has
typically led to data duplication, inconsistency, and obsoleteness. Moreover, each
system assigns different codes to reference entities; such as cities, faculties, employee
positions, and student statuses. For example, two systems might use two different
codes, IT and CIT, for the same faculty, Computer and Information Technology. This
nonstandard coding schema inhibits any effort to integrate the administrative systems.
Finally, existing systems do not support business process integration among university
departments, centers, and units. For instance, if supplies department wants to procure
materials, it needs to prepare and send a request for funds reservation to the finance
unit manually. These issues have greatly reduced the efficiency and agility of JUST.
Also, Software development life cycle is not strictly followed and software testing and
quality assurance is not strictly enforced.

Objective 1.1: Modernize current information systems and its underlying technologies
Action Items

Indicators

Upgrade all administrative systems from Oracle 6i
to Oracle 11g

Estimated
Estimated
time
budget
15/1/2017
15/6/2017 ---------

Percentage of
migrated
systems
Transition to Enterprise Software Architecture
Percentage of
1/2/2017
---------integration
1/7/2017
between
systems
Developing modern Financial system according to Percentage of
15/1/2017
the new requirements
accomplished
15/1/2018 ---------work
Transfer the payroll system to the HR unit
Percentage of
15/1/2017
accomplished
15/4/2017 --------tasks
Complete implementation of student information
Percentage of
1/1/2017
--------system new modules/ Annual SIS plan
completed
1/1/2018
items
Working on Support/Maintenance requests from
Percentage of
On going
various JUST units
accomplished
---------tasks/requests
Transition to service oriented architecture
Percentage of
1/1/2017
---------modified
1/1/2018
applications
Develop a new unified privileges system
Percentage of
1/1/2018
----------systems and
1/1/2019
applications
included
Objective 1.2: Collaborate with the university units to implement strategic software
projects
Action Items
Publish the Document management system

Indicators

Percentage of
accomplished
tasks
Publish the Course Learning Outcomes quality
Percentage of
assurance system
accomplished
tasks
Publish the Strategic Plan monitoring system
Percentage of
accomplished
tasks
Automate the annual report process
Percentage of
accomplished
tasks
Objective 1.3: Improve user experience and service delivery
Action Items
Indicators

Estimated
time
1/2/2017
1/4/2017

Estimated
budget
---------

1/1/2017
15/2/2017

--------

1/1/2017
30/6/2017

--------

1/5/2017
1/8/2017

--------

Estimated

Estimated

Restructure the current web portal services (both
for employees and students)

Percentage of
accomplished
tasks
Redesign the University Website
Percentage of
redesigned
pages
Implement a system for feedback on satisfaction
Percentage of
with web portal services
accomplished
tasks
Enhance the exception/error handling
Report of
mechanisms
generated
errors
Objective 1.4: Improve Software development process
Action Items

Indicators

Apply the standards and best practices for all
development life cycles

Obtaining ISO
certification

6.2

time
1/5/2017
1/1/2018

budget
---------

15/1/2017
15/4/2017

----------

1/7/2017
1/9/2017

---------

1/1/2017
1/1/2019

----------

Estimated
time
1/1/2018
1/1/2019

Estimated
budget
??

Estimated
time
1/9/2017
1/3/208

Estimated
budget
20,000

15/2/2017
15/9/2017

5,000

1/4/2017
1/4/2018

--------

Security

Objective 2.1: Ensure data privacy and enforce access control.
Action Items

Indicators

Enforcing/implementing oracle database masking
and subsetting in the non-production
environments.
Implement two-factor authentication to restrict
access to sensitive applications (e.g., Employees
portal).
Review, develop and implement University
security policy and procedures.

Percentage of
systems
covered
Percentage of
users using
2fA
Number of
polices
approved
Objective 2.2: Perform proactive risk management
Action Items
Perform risk assessment

Indicators

Risk assessment
report
Perform penetration testing
Penetration
testing report
Perform regular network scanning
Scanning
reports
Objective 2.3: Improve security of system and network services

Estimated
time
1/2/2017
1/6/2017
1/2/2017
1/6/2017
Ongoing

Estimated
budget
------------------------

Action Items

Indicators

Implement Endpoint Protection solution to
disseminate threat intelligence in real-time.
Implement a Privileged Access Management
system to better protect privileged accounts
(system administrators, etc.)
Implement a solution to improve monitoring of
file system integrity
Implement Bring Your Own Device Technology
(BYOD)
Conduct a security-awareness program for
campus community.

Percentage of
PCs covered
On / off
On / off
On / off

Number of
workshops,
printouts,
videos
Objective 2.4: Improve the level of physical security on campus
Action Items
Indicators
Implement campus wide IP surveillance system.
Implement university gate access control system

Estimated
time
1/1/2018
1/1/2019
1/6/2018
1/1/2019

Estimated
budget
20, 000

1/1/2020
1/6/2020
1/6/2018
1/1/2019

10, 000

10, 000

50, 000
5,000

Ongoing

Estimated Estimated
time
budget
1/1/2017 900,000
1/9/2017

Percentage of
accomplished
tasks
Percentage of
accomplished
tasks

1/6/2017
1/1/2018

150,000

6.3 Infrastructure
Objective 3.1: Improve wireless network services and applications
Action Items

Indicators

Expand wireless network services to cover all
classrooms and labs and main areas.

Percentage of
classrooms
and labs
coverage
On / off

Enhance JUST mobile application
Identify and create new mobile applications to
better serve the university community.
Objective 3.2: Improve availability and recovery
Action Items
Implement a disaster recovery site
Place all switches in special rooms and provide

Number of
mobile
applications
Indicators
DR site is up
and running
Percentage of

Estimated
Estimated
time
budget
1/4/2017
250,000
1/12/2017
1/3/2017
1/3/2018
1/3/2017
1/3/2018

--------

Estimated
time
1/3/2017
1/9/2017
1/1/2019

Estimated
budget
40,000

10,000

200,000

power outage protection through UPS systems.

switches
covered by
UPS
protection
On/off

1/9/2020

Increase the high availability of current deployed
1/3/2017
100,000
infrastructure by adding redundant components,
1/12/2017
such as: Redundant ISP link, External switch, Health
center router, etc.
Purchase of hot spares for critical components such On/ off
1/3/2017
30,000
as: Distribution switch, PBX ASU server and MGU
1/1/2018
unit.
Objective 3.3: Provide reliable cost effective service by adopting Cloud first strategy
Action Items
Indicators
Estimated
Estimated
time
budget
Increase network bandwidth to 1Gbps
Amount of
1/3/2017
500,000
bandwidth
1/9/2020
increase
Migrate faculty and staff email to Microsoft 365
Done
-----------cloud service.
Migrate elearning system to cloud.
On /off
1/3/2017
-------1/1/2018
Migrate JUST website to cloud.
On / off
1/6/2017
--------1/9/2017
Migrate JUST enterprise systems to cloud
Percentage of 1/4/2018
40,000
systems
1/1/2019
migrated
Identify and migrate other applications to the cloud. On / off
Ongoing
------

6.4 Research
Objective 4.1: Enable easy access by researches to infrastructure, tools, and services.
Action Items

Indicators

Estimated
time
Become part of GEANT
On /off
1/1/2017
1/4/2017
Implement Eduroam service
On / Off
1/2/2017
1/4/2017
Subscribe to Internet 2 Net+ service
On /off
1/1/2018
1/4/2018
Objective 4.2: Improve administrative support and services for researchers
Action Items
Indicators
Estimated
time
Improve current research system
Percentage of 1/1/2017
accomplished 1/6/2017
modifications

Estimated
budget
17,000
-----??
Estimated
budget
--------

6.5 Services
Objective 5.1: Improve help desk services
Action Items

Indicators

Increase number of help desk staff

On / off

Use new help desk system

On / off

Install service monitoring screen in the help desk
office
Change password reset mechanism

On / off

Implement Virtual desktop infrastructure (VDI)
pilot project
Computerize technical report forms

On / off

On / off

On / off

Objective 5.2: Increase awareness of CIC services
Action Items
Indicators
Create CIC service catalog
Issue CIC news letter

Percentage of
identified
services
On / off

Objective 5.3: Start transition to IT service broker model
Action Items
Indicators
Identify core team
Prompt the culture of service delivery
Adopting some services from different vendors

Team
identified
Awareness
sessions,
training
Depends on
requests
received from
university
units

Estimated
time
1/2/2017
1/6/2017
1/2/2017
1/6/2017
1/1/2018
1/6/2019
1/2/2017
1/6/2017
1/1/2018
1/6//2018
1/2/2017
1/6/2017

Estimated
budget
------

Estimated
time
1/1/2017
1/4/2017

Estimated
budget
--------

Every six
months

-------

Estimated
time
1/1/2017
1/4/2017
Ongoing

Estimated
budget
--------

Ongoing

??

2,000
2,000
------50,000
-------

-------

6.6 CIC Human Resources
Objective 6.1: Keep employees up-to-date with new technology
Action Items
Indicators


Estimated
time
Going on

Number of
training
sessions
 Number of
employees
Organize lectures, seminars from vendors and
Number of lectures, Going on
their partners
seminars, POCs,
etc.
Objective 6.2: Improve governance and motivate employees
Action Items
Indicators
Estimated
time
Revise organizational structure
On / off
15/2/2017
15/6/2017
Create Employee recognition program
On / off
1/3/2017
1/6/2017
Conduct professional training

Estimated
budget
40,000

-------

Estimated
budget
-------------

