
X-ways Trace

Computer Forensics Tool
Prepared by : Mahmoud Abu Al-Soud

Rami Al-Khatib             

Supervised by : Dr. Lo'ai Tawalbeh 
New York Institute of Technology (NYIT)-Jordan     



Definition

A computer forensics tool that allows to track 
and examine web browsing activity using MS 
Internet Explorer, Mozilla/Firefox, and Opera.



Index Data File
-index.dat:  Contains complete URLs, date and time of the last 

visit, user names, file sizes, filename extensions, and more.

Last visit: According to the log data, the date and time when the URL 
was last visited.

Protocol: The Internet protocol used to access the resource. Usually http, 
sometimes https or ftp. In cases where access to any file not on the 
Internet, JavaScript code, or cookies have been logged, you will find 
"file", "Host", "javascript", or "Cookie".

Domain: Contains the domain part of the URL, with "www." omitted (e.g. 
google.com), including 2nd/3rd/...-level domain names (like 
mail.yahoo.com), or alternatively the IP address.

Resource: Contains the directory on the web server and the file name 
contained in the URL, plus possibly variable parameters, in short 
everything that follows the first slash after the domain name (e.g. cgi-
bin/data.cgi?info).



Index Data File

Cache Filename: The filename under which the resource was stored in 
the local browser cache. Usually the same as the filename in the
"resource" part, but with a unique number in square brackets appended.

Size: The size of the resource transmitted from the web server to the 
browser.

Extension: The filename extension, e.g. "gif" from "mypic.gif".

Count: The number of times the URL was accessed according to the log 
data.

User: The name of the user account with that someone was logged on to 
Windows when the browser was used.

Address: The offset (byte address) in the file or disk where the record 
was found. Useful to locate that record with a hex or disk editor



X-Ways Trace Capabilities

-Allows to sort by any criteria.
-Reads from a file you specify, or searches complete folders and 

subfolders, or even entire hard disks in all files.
-You may search for specific domain, file, and user names:
1. Case sensitive: If this option is enabled, distinguishes between upper and 

lower case, e.g. so that "Option" is not found in the word "optionally".
2. You may specify a wildcard (one character or a two-digit hex value), which 

represents one byte. For example this option can be used to find "Speck" as 
well as "Spock" when searching for "Sp?ck" with the question mark as the 
wildcard.

3. Search in all opened files: The search operation is applied to all opened files. 
If "Search in block only" is enabled at the same time, the search operation is 
limited to the current block of each file.

4. Count occurrences: Forces X-Ways Trace not to show each single 
occurrence, but to count them.



Data Export Mechanism

All the details compiled by X-Ways Trace can be exported to MS 
Excel.
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