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XX--ways captureways capture

Specialized computer forensics tool for the evidence 
collection phase of a forensic investigation that captures 
Windows and Linux live systems. X-Ways Capture employs 
various methods to search the running computer for 
indications of resident encryption software and detects an 
active ATA password protection. X-Ways Capture dumps 
the physical RAM and images all connected media to a user-
defined output path…….

e.g. (an external USB hard disk. This enables you to 
examine even encrypted or otherwise protected data during 
the analysis phase that was unlocked at the point of time 
when the system was acquired).



XX--ways capture (cont.)ways capture (cont.)

X-Ways Capture saves you from unnecessarily 
returning empty-handed after pulling the plug and 
imaging hard disks the conventional way when you 
discover that the relevant files are encrypted! Plus 
you may be able to find passwords in the memory 
dump. All steps and settings are fully user-
configurable in advance and will be thoroughly 
logged.





How it worksHow it works

X-Ways Capture consists of two modules, one for 
Windows 2000/XP, one for Linux 

(Intel x86  architecture each, no matter whether 
workstation or server).

Accidentally executing the wrong module is usually 
impossible, but would be caught by the software
itself otherwise.

The user needs to be aware of the fact that attaching  
another medium to a running computer and

executing X-Ways Capture will slightly alter the 
system, at least a small amount of main memory.



How it works (cont..)How it works (cont..)
To keep X-Ways Capture as small as possible, it was 

designed without a graphical user interface.
Like this, it alters as little memory upon loading as 

possible and the probability that it triggers the
operating system to swap main memory to the hard 

disk before the hard disk is imaged is low. In
order to safeguard protected data in a decrypted state, 

in many cases you have no other choice than
to put up with such a minor alteration. If that is not 

acceptable in the judiciary system you work in
and you have to trust on being able to retrieve 

passwords somehow after pulling the plug, then 
XWays

Capture may not be for you, unfortunately.



How it works (cont..)How it works (cont..)
The program executes the following steps unless you 

specify a different procedure in the configuration 
file:

- Dumps of the physical RAM and (under  Windows   
only) the virtual memory of all running  processes.
- Detects the ATA password protection status and 
any   present host-protected area (HPA).
- Checks for active encryption software.
- Images attached media physically.
- Copies files logically.



How it works (cont..)How it works (cont..)

The main memory is dumped first to catch it in a state as original as 
possible. After that, the computer is checked for settings and 
programs that would prevent access to the data after pulling  the 
plug: ATA password protection and encryption software.

In the next step, locally attached media may be imaged 
physically depending on the findings in the previous 
steps. By default, this is done before the logical copying 
process to get as original images as possible. Only then 
all files from all drives may be copied logically.



How it works (cont..)How it works (cont..)

In case X-Ways Captures runs out of space on the 
output drive while imaging or copying, it prompts 
for another medium. To log file, too, will be 
continued on the new medium. The log segments 
are named with an incrementing number that 
allows you to correctly concatenate them later.

All files in the output path are named with a prefix 
that designates the date and time when the program 
was started. The log file for instance has

the name <prefix>-log-<incrementing 
number>.txt.



Program start, operating system
detection

a) The Windows module detects the exact Windows 
version and prevents an execution under 
Linux+Wine. The Linux module detects the exact 
Linux version and is not executable under 
Windows.

b) The command line parameters are parsed. The 
output path can be specified with the command 
line. With -i <filename> you may specify a 
configuration file other than the standard 
“capture.ini”.

c) X-Ways Capture asks the user for the output path, 
where images, the log, and all other files are written, 
if no such path was passed as a command line 
parameter. The path needs to be an absolute one.



Program start, operating system
detection (cont.)

d) The current date and time are retrieved from the system and 
always used as a prefix in the notation YYYY-MM-DD, HH-
MM-SS. The advantage of this notation is that all file 
browsers list files with such a prefix in chronological order. 
Optionally, the steps GetUserDate, GetUserTime ask the 
user for the time, to be able to verify later whether the 
system clock was off.

e) The configuration file used is added to the log so that there is 
no doubt later about how XWays Capture was configured. 
[steps] name: AppendIni

f) Optionally, additional information can be logged through the 
Ask command Ask "Enter text“ will prompt “Enter text” and 
wait for the user to enter information. Alternatively, Ask 
"Enter IP address" ???.???.???.??? will prompt for an IP 
address, and validate the input, where ? equals any character.



Memory dump

a) The physical RAM is dumped to the output path as a raw 
image file, as far as access is not prevented by missing 
administrator or root rights or so-called Linux Security 
Enhancements.
[steps]-Name: DumpPhysicalMemory. It is normal that 
Windows prevents several rather small regions in memory 
from being accessed. A warning will be issued if so.

b) Under Windows only: The virtual memory of each process 
will be dumped to a file. The filename is composed of the 
common prefix and the name and the number of the process.
[steps]-Name: DumpProcessMemory

c) The list of running processed is logged.
[steps]-Name: DumpProcessList

d) The list of driver names is written to a file (Windows: 
DumpDriverList, Linux: AppendToLog /proc/modules)



ATA hard disk check
a) Generally under Windows, under Linux with root rights 

only: The model designation of ATA hard disks and their 
security settings (password protection) are detected. [steps]-
Name:

ATACheck
- Support for security mode feature set y/n
- Security mode aktive y/n
- Hard disk locked y/n
- Security freeze lock y/n
- Security level high/ maximum

Functionality cannot be guaranteed for S-ATA disks. Results 
for non-ATA disks (in particular hardware RAIDs), if 
output, are undefined.

b) Under Windows only: Check for active HPA (host-
protected area) and notification of the result. ([steps]-Name: 
HPACheck)



ATA hard disk check
(cont.)

c) List drives and partitions This step logs information 
about the mapping between partitions and hard 
disks. For each partition, its associated disk and 
start offset on that disk are given. For hard disks, 
Capture tries to detect the model designation, the 
hardware serial number (only under Windows), the 
size, the bus type and whether it is partitioned as a 
so-called dynamic disk (only for Windows). The 
[steps] name under Windows is 
ListMountedVolumes, under Linux the default 
capture.ini has been configured to achieve the same 
behaviour through two calls to AppendToLog.



Check for active encryption
software

This step is comprised of several stages, which 
depend on the operating system.

Under WindowsUnder Windows
Under LinuxUnder Linux



Check for active encryption
software
(cont..)

Under Windows :Under Windows :
a) EncryptionCheckProcessList:
The names of active processes are matched against a list with 

the names of known Windows-based encryption software 
programs, specified in the section [SearchProcessesFor
Encryption]. For example, the name of the resident 
service/process of PGP Desktop 9.02 is “PGPserv.exe”.

b) CheckDriverListForEncryption
Searches the driver list creating by DumpDriverList for 
driver names taken from the section 
[SearchDriverListForEncryption]. If the driver list has not 
been created yet, it is produced for this step.



Check for active encryption
software
(cont..)c) EncryptionCheckProcessMemory:

The loaded .exe files of all running processes are searched for 
keywords that appear in the [SearchProcessMemory] section 
of the configuration file, both in the ASCII and the Unicode 
character set. With this approach, X-Ways Capture can 
identify a known encryption software product even if its .exe 
file has been renamed such that the running process has an 
unexpected name. Suitable keywords are e. g. internal 
program names or copyright notices as they appear the 
version information within .exe files. E. g. “PGPsdkService” is 
the internal name of the service “PGPserv.exe”.

d) EncryptionCheckDiskSectors
Unless access is prevented by missing administrator rights: 
Certain sectors on each hard disk are read with two different 
methods. The results are compared. Different results indicate 
that the hard disk is encrypted by a resident software such as 
“SecureDoc” or “CompuSec”.



Check for active encryption
software
(cont..)

e) EncryptionCheckAllFiles
All files on NTFS drives are checked for EFS encryption. 
This stage is usually the most time-consuming one in this 
section, depending on the number of files on NTFS drives. 
This test excludes the drive that X-Ways Capture was started 
from as well as the output drive. This step is useful only if 
Logicalbackup is skipped, since  LogicalBackup will always 
copy and report EFS files under Windows. The parameter 
network controls whether this step affects network drives. 
+network enables encryption search on network drives, -
network disables this. –network is the
default.

f) CheckForBitLockerVolumes
All mounted volumes are checked for a BitLocker signature.



Check for active encryption
software
(cont..)

Under  Linux :Under  Linux :

a) Certain files are searched depending on the EncryptionCheckFile command in 
the

[steps] section. For each such command there is one [EncryptionCheckFile] 
section.

Each such command needs to be followed by the path and name of the file to be
searched. The same name and path needs to be the first line of the corresponding
[EncryptionCheckFile] section. The remainder of the corresponding
[EncryptionCheckFile] section contains the keywords to be searched. By 

default, the
files /proc/mounts and /proc/modules are searched.

b) The names of active processes are matched against a list with the names of known
Linux-based encryption software programs, specified in the section 

[SearchProcessesForEncryption].



Physical Imaging
([steps] name: PhysicalImaging)

In this step, X-Ways Capture creates images of physical disks if deemed 
necessary or forced. Physical imaging means that disks are copied sector-
wise, not file-wise.

a) If hard disk encryption has been detected by the 
step EncryptionCheckDiskSectors or a currently 
unlocked ATA password protection has been 
detected by ATACheck, that particular disk is 
imaged.

b) If ATA password protection has been detected, yet 
Capture cannot clearly identify the affected hard 
disk, all hard disks are imaged.

c) If this step is forced, then all disks will be imaged.



Logical Copying 
([steps] name: LogicalBackup)

If indications of encryption are found in step 
(exceptEncryptionCheckDiskSectors) or if

this step is flagged as mandatory in the configuration file, all 
files are additionally copied, one by one. This ensures that all
files readable at the time of the acquisition are available in an 
unencrypted state at the time of the forensic analysis as well, 
even if the subject drive is encrypted or if files are located 
inside encrypted containers or if an ATA hard disk is 
password-protected (but unlocked at the time of the 
acquisition). The copying process retains all filenames and 
paths in the output path. Under certain circumstances, 
however, the path and/or name needs to be modified such 
that the name and path is acceptable in all supportedfile
systems.



Logical Copying (cont…)

Before a file is copied, X-Ways Capture queries the 
date and time of the file’s last read access. X-Ways 
Capture restores that original date and time after 
the file was copied because that timestamp is 
updated during copying. On Linux file systems and 
on NTFS, the original last inode or FILE record 
change timestamp, respectively, (not the timestamp 
of the last modification of the file itself) is 
irrevocably lost. This is noted in the log once. This 
is also why by default this step is executed only 
after physical imaging.



Logical Copying (cont…)

The output drive letter and the start drive letter of X-
Ways Capture are excluded from this step if the 
computer is running Microsoft Windows. For Linux, 
all directories sharing the mount point with the start 
directory or output directory of X-Ways Capture are 
excluded. Since depending on the source and the 
destination file system not all metadata makes it to the 
copy, filenames, paths, file sizes, timestamps, 
attributes, permissions, owners and group name 
(where available) are logged in a separate file list. The 
file list has the

name <prefix>- files-



Some Tip For XSome Tip For X--Way Capture :Way Capture :
Under Linux you may use a FAT partition as the output path 

if the corresponding kernel module is loaded. Under 
Windows you may prefer NTFS to retain alternate data 
streams when copying a file logically.

In order to find out the output path that represents your target 
hard disk, the following may help. Under Linux, media are 
usually included automatically in the directory tree, usually 
under /mnt/ or /media/. With “mount” you may bring up a 
list of mounted file systems. The output of “df” may help as 
well. If the output hard disk was prepared with a file 
“owner.txt” that e.g. contains your name, you can be 
completely sure to correctly identify your own hard disk.

No more than one output medium at a time must be attached 
to a system on which X-Ways Capture is running. Since 
capture.ini is read only at program start, later changes in the 
file do not affect  Capture.

The execution of the program can be aborted at any time by 
pressing Ctrl+C.



Important TIP: 
X-Ways Capture must not be copied to or 
executed on one of the original media that
belong to the live system that is to be 
captured. X-Ways Capture should be run 
from a CD or an
external medium such as a USB stick or USB 
hard disk (e.g. the output medium).



EvidorEvidor

Computer forensics software for digital Computer forensics software for digital 
evidence evidence aquisitionaquisition in law enforcement and in law enforcement and 
electronic discovery in civil litigation.electronic discovery in civil litigation.
also Easy and convenient way to gather also Easy and convenient way to gather 
digital evidence from a computer hard drive. digital evidence from a computer hard drive. 
Designed to support electronic discovery.Designed to support electronic discovery.



Description of Evidor :Description of Evidor :

users of software users of software 
SoftwareSoftware for lawyers, law firms, corporate law and IT for lawyers, law firms, corporate law and IT 
security departments, licensed investigators, and law security departments, licensed investigators, and law 
enforcement agenciesenforcement agencies

Including file: Including file: 
Evidor retrieves the context of keyword occurrences on    Evidor retrieves the context of keyword occurrences on    

computer media, not only by examining computer media, not only by examining all filesall files (the entire (the entire 
allocated space, even Windows swap/paging and hibernate allocated space, even Windows swap/paging and hibernate 
files), but also currently files), but also currently unallocated spaceunallocated space and soand so--called(called(slackslack
spacespace))..
That means it will even find data from files that have been That means it will even find data from files that have been 

deleteddeleted, if physically still existing., if physically still existing.



Electronic evidence aquisition and discovery
Evidor services :

1. Evidor is a particularly easy and convenient way for any investigator to 
find and gather digital evidence on computer media. 

2. Evidor also comes most handy in civil (pre-)litigation if one party wants to 
examine (inspect) the computers of the other party.

3. Evidor can be used on site for electronic discovery, will not disclose 
irrelevant proprietary or confidential information and does not impose an 
undue burden on the responding party in terms of personnel, time and 
money. 

4. Evidor serves as an automated forensic examiner, saving you the cost of 
many hours of hard manual expert work. 

5. Evidor produces reliable, replicable, neutral, and simple results, just as 
needed before court. Powerful and fast.



IT security

the main goal of security to protect computers from external 
environments the environments means:

1.unauthorized access
2.intentional (malicious) modification or destruction.
3.Accidental introduction of inconsistency 
4.threats

the following are forms of malicious access:
1.unauthorized reading of data or theft of information.
2.unauthorized modification of data.
3.unauthorized destruction of data.

4.preventing legitimate use on the system



Types of  threats :Types of  threats :
1.interruption:1.interruption:
destruction of hardwaredestruction of hardware
cutting of communication linecutting of communication line
disabling the file management system. disabling the file management system. 

2.modification:2.modification:
an unauthorized party not only gains access but alters with an aan unauthorized party not only gains access but alters with an asset.sset.
Changing vales in a data file.Changing vales in a data file.
Modifying  the content of messages being transmitted in a networModifying  the content of messages being transmitted in a network.k.

3.interception:3.interception:
an un authorized party gains access to an assetan un authorized party gains access to an asset
copying of files or programs.copying of files or programs.

4.fabrication: 4.fabrication: 
an unauthorized party insert counterfeits (not real) objects intan unauthorized party insert counterfeits (not real) objects into the o the 
system.system.
Insert (false) messages in a network.Insert (false) messages in a network.
In Addition of records to a file.In Addition of records to a file.



Evidor is also an excellent tool for proving the presence or 
absence of confidential data on computer media, either to 
detect a security leak or confirm a lack thereof. 

With Evidor you often finds remnants (or even intact copies) 
of classified data that should have been encrypted, securely 
erased, or should not have existed on a media in the first 
place.



Additional Toolset: the following products are 
included in Evidor: a powerful, yet very easy to use 
data recovery tool (Davory), a tool that deciphers 
Internet Explorer's internal browsing log file

(X-Ways Trace), and last not least a DOS-based hard 
disk cloning tool (X-Ways Replica).

Reason: It is generally highly advisable to work on a 
copy, not on the original drive. Most Windows 
environments tend to access a newly attached drive 
without asking, thereby e.g. altering the last access 
dates of some files. This is avoided under DOS.



How to use and What it doesHow to use and What it does::

Evidor is a hard drive search tool. Simply select the disk to 
examine and provide a list of keywords (such as people's 
names, e-mail addresses, name of traded goods, etc.).

Evidor will then retrieve the context of all occurrences of 
the keywords on the disk. When viewing the output file, 
you will likely find excerpts from documents that are closely 
related to the keywords, e.g. purchase orders, e-mail 
messages, address books, time tables, etc.

Evidor can either produce HTML documents (recommended) or 
plain text files.
HTML documents can be easily imported and further 
processed in MS Excel. 
In plain text files, matches are separated in the output file 
by line breaks and a line with six asterisks and the 
corresponding keyword. 



Evidor features:
1.search text on hard disks and retrieves the context of keyword
occurrences on computer

2.divide space and so-called slack space(it will find data from files that 
have been deleted , if physically still existing.

3.Error fixed that caused Evidor to report wrong sector numbers in some 
cases. 

4.Exact offset (address) of each occurrence is reported, in decimal 
notation. 

Evidor also has good tool for providing presence or absence of 
confidential data on computer ,but evidor cannot access remote 
networked hard disks.



Samples
1. This sample output HTML file created by Evidor shows 
occurrences of the city names “Los Angeles”, “San 
Francisco”, “New York”, “London”, and “Paris” on a user's 
drive F:. These names occur in postal addresses, as 
company headquarters, as font descriptions, etc.

2. This sample output plain text shows all occurrences of an 
Internet URL (here: http://www.Microsoft.com) on a user's 
hard drive. Evidor quotes the context from temporary 
Internet files (browser cache), from Internet Explorer's 
hidden log file (which memorizes all visited web sites), and 
from free space (apparently previously allocated to the 
browser's cache). 





Thank youThank you
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