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Overview of Cryptography & Its 
Applications
• Privacy and security are needed in communicating among people
• In the past, cryptography is heavily used for military
applications to keep sensitive information secret from 
enemies (adversaries). Julius Caesar used a simple 
shift cipher to communicate with his generals in the 
battlefield.
• Nowadays, with the technologic progress as our 
dependency on electronic systems has increased we need
more sophisticated techniques.
• Cryptography provides most of the methods and techniques
for a secure communication
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Cryptology: All-inclusive term used for the study of secure
communication over non-secure channels and related problems.

Cryptography: The process of designing systems to realize
secure communications over non-secure channels.

Cryptoanalysis: The attempts of breaking the cryptographic
systems.

Coding Theory: Deals with representing the information
using codes. It covers: compression and error-correction.
Recently, it is predominantly associated with error-correcting 
codes which ensures the correct transmissions over noisy-channels.

Terminology
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The Aspects of Cryptography
• Modern cryptography heavily depends on mathematics and 
the usage of digital systems.
• It is a inter-disciplinary study of basically three fields:

Mathematics
Computer Science
Electrical Engineering

• Without having a complete understanding of cryptoanalysis
(or cryptoanalytic techniques) it is impossible to design 
good (secure, unbreakable) cryptographic systems.
• It makes use of other disciplines such as error-correcting codes
compression. 
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Secure Communications

Encrypt DecryptAlice Bob

Eve

Encryption Key Decryption Key

plaintext ciphertext

Basic Communication Scenario

Enemy or
Adversary 

Oscar 
Mallory 
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Eve’s Goals

1. Read the message
2. Figure out the key Alice is using and read all the messages

encrypted with that key
3. Modify the content of the message in such a way that 

Bob will think Alice sent the altered message.
4. Impersonate Alice and communicate with Bob who thinks

he is communicating with Alice.

Oscar is a passive observer who is trying to perform (1) and (2).

Mallory is more active and evil who is trying to perform 
(3) And (4).
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Attack Methods

1. Ciphertext only: Eve has only a copy of ciphertext
2. Known Plaintext: Eve has a copy of ciphertext and the

corresponding plaintext and tries the deduce the key.
3. Chosen Plaintext: Eve has temporary access to the 

encryption machine. She can encrypt large number of 
plaintexts and use them to deduce the key.  

4. Chosen Ciphertext: Eve has temporary access to the 
decryption machine. She can decrypt large number of 
ciphertexts and symbols and use them to deduce the key.
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Kerckhkoffs’s Principle

While assessing the strength of a cryptosystem, one should 
always assume that the enemy knows the cryptographic
algorithm used.

The security of the system, therefore, should be based: 
mainly on the key length and
on the quality of the algorithm.  
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Key Length in Cryptosystems 

• Following the Kerckhkoffs’s Principle, the strength (security)
of cryptosystems based on two important properties:

the quality of the algorithm
the key length.

• The security of cryptographic algorithms is hard to measure
• However, one thing is obvious: the key should be large enough
to prevent the adversary to determine the key simply by trying
all possible keys in the key space.
• This is called brute force or exhaustive search attack.

• For example, DES utilizes 56-bit key, therefore there are 256

(or approx 7.2 x 1016) possible keys in the key space.
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Key Length in Cryptosystems 

• Assume that there are 1030 possible key you need to try
• And you can only try 109 key in a second.
• Since there are only around 3x107 seconds in year 
brute force attack would take more than 3x1013 years to try out
the keys. This time period is longer than the predicted life 
of the universe.

• For a cryptoanalyst, brute force should be the last choice.
• He needs to take advantage of the weakness in the algorithm
or in it’s  implementation, in order to reduce the possible
keys to try out.
• Longer keys do not necessarily improve the security
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Fundamental Cryptographic Applications
There are four main objectives of cryptography:
• Confidentiality

• Integrity

• Authentication

• Non-repudiation

Hiding the contents of the messages exchanged in a transaction

Ensuring that the origin of a message is correctly identified.
Bob wants to make sure that Alice’s massage hasn’t been altered 

Bob wants to make sure that Alice could have sent the message 
he received. Two types:  1) Identification: Identity of the sender. 
2) Data-origin authentication:  info. About the data origin,
who creates it and when.

Requires that neither of the authorized parties deny the 
aspects of a valid transaction. Alice can’t deny sending the
message.
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Other Cryptographic Applications

• Digital Signatures: allows electronically sign (personalize) 
the electronic documents, messages and transactions
• Identification: is capable of replacing password-based
identification methods with more powerful (secure) techniques.
• Key Establishment: To communicate a key to your 
correspondent (or perhaps actually mutually generate it with 
him) whom you have never physically met before.
• Secret Sharing: Distribute the parts of a secret to a group 
of people who can never exploit it individually.
• E-commerce: carry out the secure transaction over an insecure
channel like Internet.
• E-cash
• Games


