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1 Question One (6 points)

Part a:(2 points)What is the differences between an un conditionally se-
cure cipher and computationally secure cipher?

Part b:(2 points) What is the differences between substitution and
transposition ciphers?

Part c:(2 points) ”DES has a strong Avalanche effect”. What does that
mean?
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2 Question Two (6 points)

Consider the following RSA crypto-system: private key components: d =
113, p = 11, q = 13. The public key exponent e = 17.

• (4 points) Encrypt the message M = 5.

• (8 points) How many modular multiplications are needed in the de-
cryption process of this system using the binary method?

Part b:(8 points) Can we use the exponents e = 1 and e = 2 in RSA?
Why or why not?
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3 Question Three (9 points)

Part a: (3 points) Write the encryption and decryption equations for the
OFB and CTR modes of operation.

Part b: (6 points) Suppose we are using DES-CBC mode to encrypt
and transfer a plaintext with size of 1K byte. If an error occurred in the 6th
bit of the plaintext P5. Through out how many ciphertexts this error will
propagate (provide number)? Which blocks will be affected at the receiver
side?
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4 Question Four (9 points)

Compute bits number 5, 7, 33, and 63 at the output of the first round of the
DES encryption, assuming that the plaintext block is composed of all ones,
and the first round key K1 is equal to 0F0F0F0F0F0F in the hexadecimal
notation.
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