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Computer forensics

Definitions:

Forensics - The use of science and technology
to investigate and establish facts in criminal
or civil courts of law.

Computer Forensics - Commonly defined as
the collection, preservation, analysis and
court presentation of computer-related

evidence.
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Computer forensics

o Proper Acquisition and Preservation of
Computer Evidence.

o Authentication of Collected Data for Court
Presentation.

o Recovery of All Available Data, Including
delete files.
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Computer Forensics scope and
characteristics

Scope: The collection and search of specific
data that will serve as acceptable evidence
In a court of law.

Computer Forensics deals with:
0 storage media (e.g. hard disks),

0 the examination and analysis of network
logs.
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Incidents

Incident: any security relevant adverse event
that might threaten the security of a computer
system or a network.

An event must have observable and
recordable characteristics:

o The connection to a system via a network,
o The file access,
o System shutdown, etc.
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Types of Incidents

Most incidents point towards:
o Confidentiality,

o Integrity,

o Availability.

Different types of incidents:
o Repudiation,

o Harassment,

o Pornography trafficking,

o Organized crime activity,

o Subversion.
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Incident Response

Incident Response is a new field with similar
goals as IT Security.

Scope: to negate or minimize the impact of
an incident, reacting by taking certain actions.

It can be used to restore confidentiality,
Integrity, and availabllity.

A particular important part of the legal side of
Incident response Is the area of forensics
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Why 1s Evidence important?

In the legal world, Evidence is
EVERYTHING.

Evidence Is used to establish facts.
The Forensic Examiner is not biased.

Evidence must be:
o Scientifically sound.
o Legally accepted.
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Types of Evidence

Inculpatory Evidence — Supports a given
theory

Exculpatory Evidence — Contradicts a given
theory

Evidence of Tampering — Shows that the
system was tampered with to avoid
identification
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Rules of Evidence

Complete
Authentic

Admissible
Reliable
Believable

29.08.2006 Computer forensics

11



\ Who needs Computer Forensics?

= The Victim!

= Law Enforcement
= Insurance Carriers
= Legal System
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\ Who are the Victims?

= Private Business
= Government
= Private Individuals
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Reasons for a Forensic Analysis

D the perpetrator.

D the method of the network that allowed the
perpetrator to gain access into the system.

Conduct a damage assessment of the
victimized network.

Preserve the Evidence for Judicial action.
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Forensics Process

Acquisition.

|dentification— Technical Analysis.
Evaluation— What the Lawyers Do .
Presentation.
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Acquisition

Track or Observe a Live Intruder?
Assess Extent of Live Intrusion?
Preserve “Evidence” for Court?

Close the Holes and Evict the Unwanted
Guest?

Support for Police Arrest?
Support for Court Ordered Subpoena?
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[dentification:

Physical Context: Exhibit A Seagate 4GB HD

Logical Context: identified as /dev/hdal
mounted as / file:/etc/hosts.equiv

Presentation/Use Context: /etc/hosts.equiv is
used to control access to the system

Opinion to support relevance of findings: a
“+” was found appended to the end of this file

Handling and labeling of objects submitted for
forensic analysis is key.

Following a documented procedure is key.
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Evaluation:

This Is what lawyers (or those concerned with
the case) do. Basically, determine relevance.

Presentation of findings is key in this phase.

Findings submitted for evaluation as
evidence will not only be evaluated for validity
but for “chain of custody” problems.
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Presentation.:

Some findings will not be evaluated to be
worthy of presentation as evidence.

Few findings will need to withstand rigorous
examination by another expert witness.

The evaluator of evidence may be expected
to defend their methods of handling the
evidence being presented.

The Chain of Custody may be challenged
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Thank you
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