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Abstract—Surfing the World Wide Web is becoming a dangerous 

everyday task with the WWW becoming rich in all sorts of 

attacks. Websites are a major source of many scams, phishing 

attacks, identity theft, SPAM commerce and malwares. We 

propose a system to detect malicious websites based on URL and 

host features and call it MALURLs. The system uses Naïve Bayes 

classifier as a probabilistic model to detect if the target website is 

a malicious or benign. It introduces new features and employs 

self learning using Genetic Algorithm to improve the 

classification precision. A small dataset is collected and expanded 

through GA mutations to learn the system over short time and 

achieve an average precision of 89%. 
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I.  INTRODUCTION 

Web browsers have become the most popular desktop 
application for most users. As browser vendors race to 
introduce more features and new functionalities more 
vulnerabilities arise and more personal data are put at risk. 
Browsers have become the main system entry point for many 
attacks that aims at reading private data and manipulating users 
to reveal sensitive information. Unsuspecting web surfers are 
not aware of many of the drive-by-downloads of malwares and 
Trojans to their PCs. In addition, browsers collect sensitive 
data such as favorites, cache files, history file, cookies, form 
data and passwords. For example cache timer sniffing enables 
intruders to determine websites you've visited. Moreover, 
commerce related SPAM such as pharmaceuticals and fake 
products are wildly increasing. Users are easily tricked to 
reveal private information using phishing and pharming attacks 
[1]. They can be redirected to such pages through SPAM 
emails or more organized schemes such as flux networks 
(FFN).  

Blacklisting services rose to the challenge and were 
encapsulated into browsers, toolbars and search engines. The 
lists are constructed through manual reporting, honeypots or 
web spiders. Blacklists grow uncontrollably and become a 
performance bottleneck.  Incorrect listing is a major problem, 
malicious websites are not listed because they are new and 
haven’t been analyzed yet. Legitimate websites may be 
incorrectly evaluated and listed. 

In this paper we propose lightweight statistical self learning 
scheme to classify websites based on their features.  We use a 
Naïve Bayes classifier to classify the websites into two classes 
malicious or benign. The features fall under one of three 

categories: Lexical, Host-based or additional features. Features 
include those suggested by the studies of McGrath and Gupta 
[2] and Justin Ma, Lawrence K. et al. [3]. We add additional 
features to improve the classification accuracy such as 
JavaScript Enable/Disable, Document Frequency, and Title 
Tag. Genetic Algorithm was used to expand the training dataset 
through mutation to better learn the Naïve Bayes classifier.  

The rest of the paper is organized as follows. Section II 
details the methodology we followed in classifying the 
websites. This includes the features, training and testing 
datasets collection and how the Naïve Bayes and GA are used. 
Section III presents the preliminary results and Section IV 
surveys the related work.  

II. METHODOLOGY 

Malicious and benign websites are collected based on Web 
of Trust (WOT) Mozilla plug-in. Features values are collected 
and calculated for the datasets through various trusted open 
source websites. Naïve Bayes are trained using part of the 
collected features and GA self learns the classifier through 
mutations on the dataset. Based on a fitness function we can 
use mutations and crossovers from the current dataset to 
generate a larger dataset and grantee not to learn our classifier 
based on specific domain.   

A. Features 

Features used fall into one of three categories: lexical, host-
based features and additional features.   

1) Lexical Features 
Lexical features are the textual properties of the URL itself 

not including the content of the page it points to. Those 
properties include the length of the hostname, the length of the 
entire URL, as well as the number of dots in the URL.  In 
addition, we create a binary features for each token in the 
hostname (delimited by ‘.’) and in the path URL (strings 
delimited by ‘/’, ‘?’, ‘.’, ‘=’, ‘-’ and ‘_’). This is known as a 
“bag-of-words”.   

2) Host-based Features 
Host-based features are derived from the host properties 

such as the IP address, geographic properties, domain name 
properties and WHOIS properties. Those features are very 
important and can help any classifier better the detection 
process. Assume we receive a million SPAMs from a specific 
server in cityA, any subsequent content received from that 
server or that city has a higher probability to be a SPAM. 



3) Additional Features 
Those are features that don’t fit under the aforementioned 

categories and was not used by previous related work. Some 
are simple to get a value for such as JS Enable/Disable, Title 
Tag content (<title></title>), 3-4-5 grams (n-grams) and Term 
Frequency and Inverse Document Frequency (TF-IDF). Term 
frequency is number of times a term occurs in a document. The 
inverse document frequency is the logarithm of the number of 
documents divided by the number of documents containing the 
term and it measures the importance of a term. TF-IDF is 
commonly used in search engines. Java Script code usually is 
downloaded and run on the client’s browser which is can be 
very dangerous. 

Other features require significant computation time such as 
Anchors or bag-of-anchors extracted from all Anchor tags’ 
URLs on the page examined.  

Table 1 show a list of the features used for training and 
testing purposes.  

TABLE I.  FEATURES 

Features 

JS-Enable-Disable DNS NS record Path tokens 

Document 

Frequency DF 

WHOIS info Last token of 

path 

Title Tag 

<title>??</title> 

Connection 

speed 

Spamassassin 

plugin 

3-4-5 grams TLD + domain TLD 

TF-IDF weighting DNS A record DNS TTL 

Blacklists Geographic DNS MX record 

WHOIS dates Hostname Words 

IP address misc. words+urls Urls 

Lexical misc. meta+link Anchors 

4grams urls+anchors Meta 

urls+anchors+meta 

B. Training dataset  

For determining benign websites, we use ALEXA Web 
Information Company’s website [6] to extract URL’s, DNS, 
IP-address and the Geographic values, we used IP tracer 
website [4]. For extracting malicious websites we use 
PhishTank dataset [5], it contains partial information about 
malicious websites such as URL, DNS, IP-address and the 
geographic information. However, not all featured are listed on 
PhishTank. Therefore, we use Sphider [6] which is an open 
source web spider and a search engine. Sphider performs full 
text indexing, for example it finds links anywhere in a 
document; in href, and even in javascript strings. Sphider is 
able to calculate the Term Frequency (TF), Document 
Frequency (DF) and Inverse Document Frequency (IDF) 
features.  

C. Naïve Bayes classifier 

Naïve Bayes [7] is a probabilistic model based on Bayesian 
theorem.  Though it is simple but often outperforms most of the 
other classifiers especially if trained using supervised learning 

methods. In our case the number of features and their values 
range are large. If C represents the class and F represents a 
feature then the conditional probability of C given F is given by 
equation (1). 
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D. Genetic Algorithm 

To generate a larger dataset from the initial dataset we use 
Genetic Algorithm. The initial population is the dataset 
collected as specified in Subsection B and used in the learning 
phase. Mutations are applied on the initial dataset which is 
composed of a number of features. In addition, we applied 
mutations to make changes to certain features such as changing 
JS-Enable-Disabled from True to False (binary encoding) or to 
add a random amount between 0.2-0.3 to DF and TF (value 
encoding). 

In the testing step the fitness function is calculated by 
multiplying the probability values for the all features as shown 
in equation (2). 
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The fitness function is used to calculate malicious and 
benign probabilities. The website is classified based on the 
highest probability. 

E. Testing dataset 

For testing we collect 200 URL’s (100 malicious, 100 
benign) using WOT Mozilla Plug-in [8]. The features values 
are collected the same way as in the training dataset. WOT is a 
traffic-light style rating system where green means (benign) 
and red means stop (malicious). The rating of a website 
depends on a combination of user ratings and data from trusted 
sources such as Malware Patrol, Panda, PhishTank, TRUSTe, 
hpHosts and SpamCop. In addition, WOT enables users to 
evaluate the trustworthiness of a website and incorporate their 
ratings in calculating the reputation of a website. 

III. IMPLEMENTATION AND RESULTS 

We implement MALURLs using PHP programming 
language and MySQL database. Equation (3) defines the 
precision metric used to evaluate the relative accuracy of 
MALURLs using different features. Precision is a measure of 
the usefulness of the retrieved documents. 
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The testing dataset of 200 instances was divided into five 
different sets and the average precision with and without 
Genetic Algorithm was calculated as shown in Table II. The 
use of GA to expand the training dataset results in a significant 
improvement in the classification precision. The average 
precision for classifying a website to be benign or malicious 
using GA is 87%. 



We run experiments to measure the improvement in 
precision attained by adding the new features to MALURLs 
such as TF-IDF and JS-Enable-Disable. The TF-IDF didn’t 
have any significant influence on the precision while the JS-
Enable-Disable did show a significant increase in average 
precision from 63% to 69% as illustrated by Table III. 

TABLE II.  PRECISION WITH AND WITHOUT GA 

Dataset 

Number 

Precision (%) 

Without GA With GA 

1 
70 85 

2 75 90 

3 80 95 

4 80 80 

5 65 85 

Average 74 87 

TABLE III.  PRECISION WITH AND WITHOUT JS-ENABLE-DISABLE 

Dataset 

Number 

Precision using GA (%) 

Without JS With JS 

1 
55 65 

2 50 60 

3 75 75 

4 70 65 

5 65 80 

Average 63 69 

IV. RELATED WORK 

One of the earliest classification systems for malicious 
Websites contents was related to the detection of Spam blog 
posts. Blog identification and splog detection by Joshi et al. [9] 
used the activity and comments generated by a blog post as the 
main classification feature in addition to ping update services. 
Support Vector Machines (SVM) was used with only linear 
kernels in all their experiments. Chew et al. [10] worked on the 
detection of Phishing attacks using eghiteen handpicked 
features based on Google’s page rank. They used linear 
regression aiming to compare phishing to non-phishing URLs. 

Gupta et al. [2] studied phishing infrastructure and the 
anatomy of phishing URLs. They pointed out the importance of 

features such as the length of the URL, age of linked-to 
domains, number of links present in the e-mails and the 
number of dots in the phishing URLs.  

Voelker et al, [3] used Yahoo−PhishTank dataset and 
validated their work using three machine learning models 
Naive Bayes (Bayes), SVM with an RBF kernel (SVM-rbf), 
and ℓ1-regularized logistic regression (LR). However, they rely 
on tens of thousands of features to achieve results similar to 
ours. 

V. CONCLUSIONS 

This paper presents a new website classification system based 

on URL, host-based and additional features. The data is 

collected using WOT Mozilla plug-in and the features are 

calculated using various web resources. MALURLs reduces the 

training time using GA to expand the training dataset and train 

the Naïve Bayes classifier.  

The preliminary results show the average system precision of 

89%. The additional features proved valuable to improve the 

overall classification precision. New features will be added and 

tested with a larger dataset. SVM and other classified will be 

used to expand this work. 
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